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ABSTRACT 
 
This teaching tip offers valuable insights into establishing a GenCyber student camp in underserved communities. It provides 
teaching tips and best practices for designing a curriculum tailored to high school students. The study highlights effective strategies 
for recruiting a diverse group of participants, addressing the global shortage in the cybersecurity workforce. Over a six-month 
period, students participated in a variety of online and in-person activities. The study presents practical assignments used to boost 
student engagement and participation. Experiential Learning Theory was applied to develop and implement learning objectives, 
with adapted scales to measure outcomes specific to the program’s needs. Overall, students demonstrated increased cybersecurity 
knowledge upon completing the camp. This teaching tip serves as proof of concept, encouraging others to seek NSA funding for 
GenCyber grants to benefit their local communities. 
 
Keywords: GenCyber, Cybersecurity, Computing education, Experiential learning & education, Teaching tip, STEM 
 
 

1. INTRODUCTION 
 
With the rapid growth of emerging technologies in various 
sectors, including education, healthcare, finance, and 
manufacturing (Yaacob et al., 2023), cybersecurity — the 
technique of protecting networks from unauthorized access and 
the practice of ensuring the confidentiality of information — is 
essential to preventing risks and attacks in organizations. 
Cybersecurity is a rapidly growing industry with an estimated 
increase of 32% from 2022 to 2032 and over 700,000 open roles 
in the United States alone (Hellmann, 2023). Even though it is 
a growing field, the Cybersecurity Workforce Study has shown 
that there is a global shortage of nearly four million 

cybersecurity professionals in 2023, which increases the chance 
of organizations being at moderate or extreme risk of 
cybersecurity attacks (ISC2, 2023). 

From a survey of 1,885 information technology (IT) and 
cybersecurity decision makers conducted by Fortinet in 2023, 
84% of organizations experienced at least one cybersecurity 
breach in the past 12 months, and 65% of organization leaders 
expected a 20% increase in cyberattacks within the next 12 
months. As a result, 85% of organizations have been adopting 
security education, training, and awareness (SETA) programs 
for their employees, while 73% of organizations without a 
training program are looking for one. Despite the active 
emergence of these SETA programs, 56% of leaders still 
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believe their employees lack cybersecurity knowledge, and the 
gaps in training still persist within organizations (Fortinet, 
2023). 

With the current shortage of professionals, high risks of 
cyberattacks, and a defined diversity gap within the 
organizations (Lachow, 2022), along with a lack of effective 
training and employees with weak cybersecurity foundations, it 
is important to increase cybersecurity foundations and 
awareness within the workforce and the education system, from 
K-12 to higher education. Educational programs, cybersecurity 
awareness enforcement, and curriculum development are the 
solutions to building a stronger foundation and preparing the 
next generation to proactively respond to the rapid growth of 
cyberattacks (The EdWeek Research Center, 2020). To increase 
the strong foundation of cybersecurity knowledge, the U.S. 
government has been providing numerous federal funding 
opportunities to support educational programs and projects. 
Some federal fundings that advocate cybersecurity in K-12 
education include the National Science Foundation (NSF), the 
National Security Agency (NSA), the Cybersecurity and 
Infrastructure Security Agency (CISA), State and Local 
Cybersecurity Grant Program (SLCGP), and the Tribal 
Cybersecurity Grant Program (TCGP) by the Department of 
Homeland Security (DHS). These funding opportunities were 
created as part of the efforts to increase the qualified workforce 
needed by the nation and to establish standards for 
cybersecurity curriculum in education (National Security 
Agency, 2024). 

One of the educational programs supported by federal 
funding is the GenCyber program. It is funded by the NSA and 
NSF. GenCyber aligns with the National Centers of Academic 
Excellence in Cybersecurity (NCAE-C) program to sustain 
cybersecurity interest at the K-12 level and increase awareness 
of K-12 cybersecurity content for students and educators. 
GenCyber provides four different types of programs — student 
camps, teacher camps, combination (student and teacher) 
camps, and student language camps—which serve mainly 
students and teachers with the goals of (i) increasing awareness 
of cybersecurity content and career opportunities for 
participants; (ii) increasing student diversity and career 
readiness pathways; and (iii) facilitating teacher readiness to 
deliver content for the classroom. With its dedicated goals and 
offers, GenCyber strives to be a part of the solution to the 
nation’s shortage of skilled cybersecurity professionals while 
having a nationwide impact on the K-12 cybersecurity 
education ecosystem. 

As part of the efforts to address the shortage of 
cybersecurity professionals, we saw the significance of 
impacting the local community and inspiring the younger 
generation. We received strong input from Atlanta 
Metropolitan Area schools that students are barely exposed to 
cybersecurity fundamentals due to a lack of opportunities and 
an engaging curriculum. The current Georgia Department of 
Education’s (2023) guidelines include three courses - 
information technology, introduction to cybersecurity, and 
advanced cybersecurity. These guidelines fall short of 
providing valuable experiences to learners through career 
cybersecurity professionals, such as ethical hackers and cyber 
forensics professionals. Moreover, Georgia is the eighth most 
populous state in the US and currently has 15,000+ 
cybersecurity-related positions available according to 
CyberSeek.org (2024). However, there is not a sufficient 

workforce to fill these positions. There is currently a very 
limited number of GenCyber camps through federal funding 
support to attract high school students to inspire and motivate 
them to pursue cybersecurity careers and degree programs. As 
such, a new student camp at Kennesaw State University (KSU) 
can tremendously help the Atlanta metro area and surrounding 
county high school students to get early exposure to 
cybersecurity and pursue cyber-related degree programs at 
KSU and other schools. 

Thus, in the summer of 2023, we hosted the first GenCyber 
Camp at KSU to expose high school students within the area to 
foundational cybersecurity knowledge. This paper is focused on 
the curriculum and implementation of the GenCyber program 
at KSU. It provides valuable teaching tips and technical labs for 
others who may be interested in pursuing NSA-funded 
GenCyber grants in the future. We explain the key elements of 
developing the high school curriculum as well as the relevant 
scales and metrics to evaluate the program’s effectiveness. Our 
approach is based on Experiential Learning Theory (ELT), 
which allowed us to build a solid foundation and achieve 
practical results. Finally, we present insights related to 
attracting a diverse cohort, which, in turn, can result in the 
diverse cybersecurity workforce of the future. 

In Section 2, an overview of the curriculum development of 
the KSU GenCyber camp is presented. Section 3 presents the 
implementation of the camp. Section 4 presents the evaluations 
and outcomes of the camp. The paper is concluded by 
presenting the discussion and conclusion in Section 5 and 
Section 6, respectively. 
 

2. CURRICULUM DEVELOPMENT 
 
2.1 Institutional Background and Program Goals 
Eight professors hosted this GenCyber program at KSU – a 
large public university designated as a National Center of 
Academic Excellence in Cyber Defense Education 
(CAE/CDE). The current camp catalog indicates that 
institutions of various sizes and types can obtain GenCyber 
funding (DoD, 2025), so when developing our teaching tips and 
lessons learned we made sure they are generalizable and can be 
utilized at other institutions. 

Aligning with the GenCyber program’s main goals, the 
KSU GenCyber camp aimed to: 

• Increase interest in cybersecurity careers and diversity 
in the cybersecurity workforce of the nation. 

• Enable all learners to understand cyber ethics and best 
practices. 

• Enable learners to pursue cybersecurity-related 
programs. 

 
Furthermore, the program was designed to recruit high 

school students from underrepresented minority groups without 
any prior GenCyber experience or limited knowledge of 
cybersecurity, computers, and technology. We believed that 
doing so would increase interest and student diversity in the 
cybersecurity workforce and educational program. Hence, our 
goals matched with the goals of the GenCyber program while 
contributing to closing the gap of the nation’s cybersecurity 
professional shortage. 
 
2.2 Program Development 
We utilized ELT (Figure 1) developed by Kolb (1984) to guide 
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the development of the GenCyber program and to ensure it 
provides students with relevant and meaningful learning 
opportunities. ELT is a holistic framework that describes how 
individuals learn through direct experience. Kolb’s model 
(1984) suggests that learning is an ongoing process that 
involves four key stages: concrete experience, reflective 
observation, abstract conceptualization, and active 
experimentation. These stages are interconnected and cyclical, 
forming the “Experiential Learning Cycle.” Before engaging in 
the ELT cycle, we introduced students to the program through 
a virtual orientation. This included an overview of the camp 
structure, expectations, and available resources. Students were 
familiarized with the learning management system and 
introduced to faculty and staff. This phase helped establish a 
foundation for engagement and set the stage for experiential 
learning. The following is a description of each stage and what 
activities we performed. 
 

 
Figure 1. Experiential Learning Theory 

 
• Concrete Experience (CE): This stage involves direct, 

hands-on experiences or encounters with phenomena in 
the real world. To provide authentic firsthand 
experiences, we engaged students in interactive 
cybersecurity labs using NetLab, where they explored 
real-world scenarios such as network breaches and 
forensic investigations. These activities allowed 
students to actively participate in cybersecurity tasks 
and gain practical exposure to the field. 

• Reflective Observation (RO): After engaging in hands-
on labs, students reflected on their experiences through 
asynchronous online discussions, quizzes, and 
collaborative activities. They shared insights, discussed 
challenges, and analyzed their learning outcomes. This 
stage enabled students to process their experiences and 
connect them to broader cybersecurity concepts. 

• Abstract Conceptualization (AC): In this stage, learners 
developed a deeper understanding of cybersecurity 
principles by connecting their experiences to theoretical 
frameworks. During the in-person component of the 
camp, instructors delivered lectures on cryptography, 
risk management, ethics, and other core topics. Students 
synthesized these concepts and integrated them with 
their prior experiences. 

• Active Experimentation (AE): Finally, students applied 
their knowledge in new contexts through advanced lab 
exercises and interactive sessions with guest speakers. 
These activities encouraged experimentation, problem-
solving, and the application of cybersecurity strategies 
in simulated environments. Students received feedback 
and iterated their approaches, reinforcing their learning 
through practice. 

 
While each stage of the cycle can be repeated, we had a 

limited amount of time, only one week of in-person interaction, 
to complete all four stages. In a semester-long course format, 
we recommend instructors utilize the iterative aspect of ELT to 
better support learning outcomes. We chose to utilize the Kolb 
model (1984) for our GenCyber student camp because effective 
learning occurs best when individuals actively engage with 
their experiences, critically reflect on them, make meaning 
through conceptualization, and apply their understanding in 
practical contexts. By engaging in experiential learning, 
students develop not only knowledge and skills but also deeper 
insights, self-awareness, and the ability to adapt and learn from 
their experiences. 

 
2.3 Instructional Materials and Methods 
The KSU GenCyber program covered topics aligning with 
Georgia’s High School curriculum guidelines and High School 
Cybersecurity Curriculum Guidelines (2021) from TeachCyber 
to provide a well-balanced perspective of the cyber domain. 
The goal was for each of the participants to have sufficient 
knowledge to complete the onsite workshop activities. The 
seven module areas included fundamentals of cybersecurity, 
ubiquitous connectivity for cybersecurity, data security 
fundamentals, system security fundamentals, risk management, 
cyber ethics, and cyber career paths. The program delivered 
knowledge and activities on the seven module areas as follows: 

• Fundamentals of Cybersecurity - Delivered through 
lectures and quizzes, this module introduced 
foundational concepts such as defense in depth, CIA 
triad, and adversarial thinking. These activities 
supported AC by helping students build a theoretical 
framework. 

• Ubiquitous Connectivity for Cybersecurity - Students 
explored Internet architecture, network protocols, and 
security technologies through lectures and quizzes 
(AC), followed by hands-on labs using the NetLab 
NISGTC Network. These labs provided CE through 
real-world simulations and AE as students applied 
concepts in interactive environments. 

• Fundamentals of Data Security - Covered encryption, 
Python programming, data integrity, and access 
controls. Lectures and discussions supported AC and 
RO, while hands-on exercises and coding tasks 
reinforced CE and AE. 

• Fundamentals of System Security - Focused on 
hardware/software vulnerabilities, malware, and digital 
forensics. Lectures supported AC, NetLab-based labs 
offered CE and AE, and post-lab reflections contributed 
to RO. 

• Fundamentals of Risk Management - Introduced risk 
modeling, threat analysis, and vulnerability scanning. 
Students engaged in CE and AE through tool-based 
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assessments, while lectures and discussions facilitated 
AC and RO. 

• Cyber Ethics - Delivered through curated lectures, 
interactive discussions, and quizzes. These activities 
supported RO and AC by encouraging ethical reflection 
and conceptual understanding. 

• Cybersecurity Career Paths - Included guest speakers, 
resume-building, and job exploration activities. These 
sessions supported CE through real-world engagement 
and AE as students applied insights to career planning. 

 
By aligning each module with specific ELT stages, the 

program guided students through the full cycle—CE → RO → 
AC → AE—to reinforce both theoretical knowledge and 
practical skills in cybersecurity. 

 
2.4 Program Model 
The KSU GenCyber Camp was hosted as a hybrid camp, 
divided into three phases: pre-workshop, on-campus workshop, 
and post-workshop. The camp was designed to provide 60 
hours of instruction, with 15 hours of pre-workshop activities, 
30 hours of on-campus workshops, and 15 hours of post-
workshop activities. 

The extended timespan between these phases was 
intentional. It allowed students to gradually build foundational 
knowledge before the in-person experience, and to reinforce 
and apply their learning afterward. This structure supports 
spaced learning, which can enhance retention and engagement 
(Kondratjew & Kahrens, 2019). However, we acknowledge that 
long breaks may pose challenges in maintaining continuity and 
student motivation, which we addressed through regular 
communication and structured assignments. 

The on-campus workshop included 14 lecture topics, 12 
hands-on lab sessions, and 5 guest speaker sessions. These 
activities were directly aligned with the seven module areas: 
fundamentals of cybersecurity, ubiquitous connectivity, data 
security, system security, risk management, cyber ethics, and 
cybersecurity career paths. Each lecture and lab session were 
mapped to one or more of these modules to ensure 
comprehensive coverage and coherence. Guest speakers were 
selected to complement the module topics and provide real-
world context and professional insights. 

The pre-workshop phase began during late Fall 2022-
Spring 2023. Learners were invited to a virtual program 
orientation event given in late Fall 2022, where they were 
provided access to the KSU Learning Annex system and an 
overview of how to navigate resources. Pre-workshop activities 
were led by eight highly qualified professors (Ph.D.) from the 
Department of Information Technology and the Department of 
Information Systems & Security in the College of Computing 
and Software Engineering and the College of Business at 
Kennesaw State University. The online activities were hosted 
in the Annex learning management system (LMS) with seven 
different modules and thirteen topics. 

The 30-hour on-campus GenCyber Camp at KSU was 
during the Summer of 2023 (June) where 30 hours of 
instruction consisted of 14 different lecture topics, 12 hands-on 
lab sessions, and 5 guest speaker sessions. The team leveraged 
KSU resources like NetLab to enable learners to practice the 
concepts using a hands-on approach. 

The post-workshop took place from Fall 2023 to Spring 
2024 to engage participants with activities related to workshop 

lesson plans, which included specific assignments related to 
subject topics and career development. All participants were 
enrolled as part of a Listserv mailing group for future 
communication on opportunities such as degree programs, 
scholarships, and opportunities related to cybersecurity. 
 
2.5 Assessment Strategies 
Assessment of learning modules was performed by discussion, 
auto-graded quizzes, and attendance or completion of items. 
We used NetLab resources which come with a virtual cyber 
range environment having computers, software, and networks 
to access from anywhere. The students were allowed to look up 
resources during the assessment, and the focus was to enable 
group learning and hands-on activities. In addition, the team did 
pre- and post-workshop surveys to ensure learners had 
increased interest in pursuing cybersecurity careers and future 
degree programs at KSU or other schools offering cyber 
programs. Section 4 covers the evaluation of the assessment of 
pre- and post-workshop surveys in detail. 
 

3. IMPLEMENTATION OF KSU GENCYBER 
PROGRAM 

 
3.1 Student Recruitment 
The program targeted high school students from grades 9 to 12, 
giving priority to students from underrepresented groups and 
students who never participated in a GenCyber camp before. 
Efforts were made to recruit a balanced number of male and 
female students. Participant applicants must meet the following 
criteria: 

• Be a U.S. citizen or permanent resident. 
• Have a minimum GPA of 3.00. 
• Have not participated in a previous GenCyber program. 
 

To recruit the greatest number of minority students 
possible, efforts were made to heavily advertise the program in 
the most diverse high schools in Georgia. Recruitment took 
place in three forms: (i) printed brochures mailed to high school 
principals in Cobb County, Fulton County, Gwinnett County, 
Douglas County, Dekalb County, Cherokee County, and others 
within the university’s 20-county service area; (ii) emails sent 
to over 500 high school advisement counselors and instructors 
in the region – the email campaign consisted of initial 
notification and regular update communications; and (iii) a 
program website set up in KSU website 
(https://www.kennesaw.edu/coles/centers/cyber-
center/events/gencyber.php) and press releases from 
institutional university relations staff disseminated 
electronically. 

Interested students were required to submit an electronic 
application that included student information (name, address, 
contact information, gender, ethnicity), parent or legal guardian 
information (name, contact information), school performance 
information (school name, grade, GPA, disclose of prior 
participation in GenCyber), supporting teacher/counselor 
reference (name, contact information, course), unofficial copy 
of transcripts, and a statement from the student describing why 
they are interested in participating in the program. Interviews 
were conducted for the preliminary group of students. 
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3.2 Selection 
By the end of the recruitment process, we received a total of 
118 applications from four different school districts in the 
Atlanta Metropolitan area. The applications were then sorted 
and normalized into a consistent format based on the 
information provided by the students. The program 
coordinators then reviewed and chose the top applications 
based on the student’s GPA, statement of interest, and levels of 
exposure to technology. The top 66 applicants were selected 
with priority consideration given to students from 
underrepresented minority groups or with no prior GenCyber 
experience. The acceptance rate of the program was 55% in its 
first year and we are optimistic that student interest would 
remain strong if the camp is offered on an annual basis. 

From the final number of 66 selected candidates for the 
KSU GenCyber camp, 19 students were female and 47 were 
male, with the respective percentage of 29% to 71% (Figure 2). 
The selected students were from 11 schools and three different 
school districts. The majority of the selected students were from 
9th grade (34.85%) followed by 28.79% from each of 10th and 
11th grade, respectively (Figure 3). Of the selected students, 
31.82% chose “1” as their cybersecurity comfort level, where 
levels 2-6 were in the range of 10%-15%. Only 4.55% of the 
candidates chose the highest level 7. 10.61% of the students 
identified themselves as Caucasian and 72.73% represented 
minority groups (37.88% Black or African American, 22.73% 
Asian, 10.61% Hispanic or Latino, and 1.52% American Indian 
or Alaska Native) (Figure 4). 

 
 
 

Figure 2. Gender Makeup of Participants 

 

 

Figure 3.  Participants by Grade Levels 

 
 

 
Figure 4. Racial Makeup of Participants 

 
3.3 On-Campus GenCyber Camp at KSU 
The official KSU GenCyber camp was hosted at the College of 
Computing and Software Engineering at KSU. The program 
was from June 5th-9th from 8:00 AM to 4:00 PM each day. 
Program staff were at the camp at 7:30 AM each day, and 
students were welcomed on-site as early as 7:45 AM each day 
for time to settle and have breakfast before class. Each day, 
breakfast, lunch, and break sessions were conducted. Class 
began at 8:00 AM with a 15-minute break every two hours. 

To provide a clearer picture of how the on-campus 
workshop was structured, the five-day on campus schedule is 
available in Appendix A. It outlines the integration of lectures, 
hands-on labs, and guest speaker sessions, demonstrating how 
different instructional formats were combined to enhance 
student engagement and learning outcomes. This variety of 
activities we had kept students engaged and allowed them 
ample time to absorb and apply the material. 
 

4. OUTCOME ASSESSMENT 
 
Assessment of learning modules was performed by discussion 
posts, auto-graded quizzes, and attendance or completion of 
items. Assessments were given to the students to investigate the 
effectiveness of the program in two phases: pre-camp workshop 
and on-campus workshop with the purposes of (i) monitoring 
students’ progress and engagement rate; (ii) evaluating 
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students’ understanding of the material; (iii) improving the 
curriculum of the program and documenting the impact that the 
GenCyber program has on the students. We combined and 
evaluated two types of assessments: pre-workshop assessment 
and in-person survey. The pre-workshop assessment consisted 
of all the discussion posts, quizzes, and assignments in seven 
modules within the Annex LMS. This assessment was 
evaluated to monitor students’ progress and engagement rate 
while assessing their understanding of the materials in the pre-
workshop phase, which was conducted virtually. The in-person 
survey was conducted during the GenCyber camp at KSU. The 
survey was a combination of a pre-camp survey and a post-
camp survey, which were conducted at the beginning of the in-
person and the end of the camp, respectively.  
 
4.1 Pre-Camp Workshop Assessment 
Pre-camp workshop was hosted virtually for 15 hours on the 
KSU Annex LMS. Of the 66 students who were accepted into 
the program, 58 ultimately participated in the pre-camp and on-
campus activities. The remaining seven students were unable to 
attend due to personal scheduling conflicts, transportation 
challenges, or changes in summer plans. The final 58 students 
participated at their own pace in reading articles, watching 
video-recorded lectures and slides, completing activities, and 
taking quizzes in each module. The assessment for pre-camp 
workshop focused on evaluating the engagement rate of the 
participants in each module. This includes evaluating the 
engagement rate and student participation by views in each 
activity, depth of input answers in discussion posts, and average 
quiz scores for activities. 

We analyzed students’ performance in each of the seven 
camp modules. Table 1 provides information about the view 
counts for activities in each module, demonstrating a consistent 
student interest. Table 2 depicts the average scores students 
achieved for the Ubiquitous Connectivity for Cybersecurity 
module. The maximum score students could get was 100; 
overall, they demonstrated a good comprehension of the 
material (72.73%) given the short timeframe of the camp. Table 
3 shows positive results for the engagement and depth of 
students’ inputs for discussion posts in two camp modules 
where students’ engagement and participation were 
demonstrated through the view counts and high averages for 
replies and word counts. Teaching software fundamentals is 
inherently challenging, so in the future, we recommend using 
additional materials and resources to support students’ learning 
when it comes to vulnerability analysis. We also suggest 
integrating generative AI tools into some modules to introduce 
students to these technologies and demonstrate how they can be 
successfully used to achieve various learning outcomes. 
 
4.2 GenCyber Camp Survey 
To measure learning objectives and student success, we 
administered a short pre- and post-survey at the beginning and 
the end of the in-person camp activities. We adapted the survey 
instrument developed by Giboney et al. (2023). Our survey 
consisted of four items (see Appendix B for more details). 
Following is an explanation of each one in the context of 
Bloom’s taxonomy (Bloom et al., 1956). We utilized this 
framework because it provides a structured guideline for 
educators to design learning objectives that promote higher 
order thinking, enabling students to progressively develop 
deeper understanding and mastery of a subject. 

Question 1 presented students with eight different stories 
and six principles of cybersecurity that GenCyber focused on -
defense in depth, integrity, confidentiality, thinking like an 
adversary, availability, and ethics. The students were asked to 
match each principle to the story or stories that fit(s) the 
principle the most. This question relates to the concept of 
understanding or constructing meaning from written material or 
graphics. The second question asked students about their 
interest in cybersecurity. We used this question to understand 
participants’ needs and how they related to the GenCyber camp. 
This is again a demonstration of understanding. The third 
question asked students to list some personal reasons for 
choosing cybersecurity as a career. This is an example of 
applying a concept because it is asking students to use 
information in a new situation, since they may not have been 
exposed to cybersecurity careers before. Finally, the fourth 
question asked students to match 13 security terms into 
offensive or defensive security categories. This activity relates 
to both understanding and application of knowledge, because it 
shows whether students can meaningfully distinguish between 
the two categories and classify the provided terms. 

We saw the most increase in the first and fourth questions 
because they required a demonstration of specific knowledge. 
Interest in cybersecurity remained almost unchanged and we 
explain this phenomenon with the short amount of time between 
the two surveys (only five days). Students who are already 
interested in cybersecurity are more likely to apply and 
complete the GenCyber camp. Although we did not see a 
significant change in this pre- and post-camp score, we believe 
that a longitudinal study might have a much more significant 
effect. When analyzing question 3, we only counted the number 
of reasons students gave without assigning any particular value 
to them. Similar to question 2, we expect to see a much larger 
difference after some time, rather than immediately upon 
completing the camp. However, questions 2 and 3 were helpful 
to better understand the students’ mindsets, their interest in the 
field, and their career expectations. We used that data to 
customize our content and ensure the activities offered 
resonated with students’ experiences. 

Table 4 shows the average score for each question for pre-
camp and post-camp surveys. We also conducted a paired t-test 
to evaluate the statistical significance of the observed 
differences in pre-camp and post-camp scores. The t-statistic 
value is 2.1655 and the p-value is 0.1190. Although the post-
camp scores were consistently higher across most questions, the 
difference was not statistically significant at the conventional 
0.05 level. This outcome may be attributed to the small number 
of survey questions (n = 4). However, the survey instrument we 
used has been previously validated by Giboney et al. (2023) and 
is one of the few specifically available scales to measure 
GenCyber outcomes. We acknowledge this limitation and plan 
to incorporate a more robust evaluation framework in future 
iterations of the camp, including larger sample sizes and 
additional assessment items to strengthen the validity of our 
findings. Additionally, we recommend others to also consider 
more interactive survey forms, because they can actively 
engage students, provide real-time feedback, assess 
understanding, personalize learning experiences, and foster 
student participation, ultimately improving both teaching 
effectiveness and learning outcomes. 

Overall, we observed a positive trend in students’ 
knowledge during the short, five-day, GenCyber camp. We 
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encourage others to continue collecting data and examine long-
term knowledge acquisition. Our survey instrument builds upon 
prior work (Giboney et al., 2023) and our results add value by 

empirically validating prior scales and adding new ways of 
measuring GenCyber learning objectives. 

Module Name Syllabus Module 
Overview 

Slides Lecture 
Videos 

Quizzes Activities 

Fundamentals of Cybersecurity 115 101 145 72 1,179 0 
Ubiquitous Connectivity for Cybersecurity 116 50 530 107 0 2,981 
Fundamentals of Data Security 50 0 193 51 1,044 0 
Fundamentals of System Security 22 30 100 71 1,592 174 
Fundamentals of Risk Management 111 0 175 98 1,038 N/A 
Cyber Career Paths 80 N/A 121 60 N/A 878 
Cyber Ethics 27 20 78 45 N/A 738 

Table 1. View Counts for Activities of Each Module 

 
Ubiquitous Connectivity for Cybersecurity Module Activities Average Activity Score 
Your name in tag 78.18% 
Network command 78.18% 
Malware definitions 81.82% 
Vulnerability analysis 52.73% 
Average module score 72.73% 

Table 2. Average Score for Activity 

 
Module Name Discussion Name No. of Discussion 

Posts 
Average 
Word Count 

Average No. 
of Replies 

Views 

Cyber Career Paths Cyber career goals 37 202 2 880 
Cyber Ethics Cyber ethics discussion 38 213 2 752 

Table 3. Analysis of Discussions 

 
Question No. Average Score 

Pre-Camp Post-Camp 
1 3.857 4.085 
2 2.479 2.476 
3 2.705 2.957 
4 7.941 8.541 

Table 4. Average Scores for Each Question for Pre-Camp and Post-Camp Surveys 

 
 

5. DISCUSSION, LIMITATIONS, AND LESSONS 
LEARNED 

 
While the presented GenCyber program was overall a success, 
there are certain limitations to the teaching tip provided. This 
was our first time running the school camp, so we encountered 
some challenges in the beginning. For example, we did not have 
a classroom large enough to accommodate all students, so we 
had to use an overflow room and either assign another instructor 
or project in real time the lab being conducted in the other 
classroom. Students had to follow the instructions on their own 
and the instructor would only come at the end to assist and 
answer any questions. This logistical problem can be avoided 
in the future by hiring additional instructors or using larger 
classrooms, if available. 

There are also no established scales to measure the 
effectiveness of the GenCyber camp. While the survey we used 
was based on prior work (Giboney et al., 2023), we modified it 

according to the specific modules and objectives of our own 
program. In the future, we encourage our colleagues to establish 
a standardized tool for this purpose so that various camps across 
the country can measure and compare their outcomes based on 
the same survey instrument. 

Another key takeaway from our experience was the need 
for curriculum flexibility. The rapid pace of technological 
change in cybersecurity requires continuous updates to the 
curriculum. The feedback from students and instructors 
indicated a desire for more real-time case studies and the 
inclusion of emerging topics such as artificial intelligence in 
cybersecurity and ethical hacking. Incorporating adaptive 
learning technologies can also allow for more personalized 
learning experiences, catering to the diverse knowledge levels 
and backgrounds of students. 

The success of the KSU GenCyber camp highlights the 
potential of targeted educational initiatives to bridge the gap 
between K-12 education and cybersecurity career pathways. 
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However, to make a lasting impact on the cybersecurity 
workforce, these efforts must be sustained and scaled. 
Partnerships with local industries, government agencies, and 
higher education institutions can provide students with 
continuous learning opportunities and mentorship. 
Additionally, expanding the reach of GenCyber programs to 
include middle school students could cultivate an even earlier 
interest in cybersecurity, potentially leading to a more diverse 
and skilled workforce in the future. 

Our work is proof of concept, and it demonstrates that 
combining a solid theoretical foundation such as Experiential 
Learning Theory and Bloom’s Taxonomy with practical, hands-
on activities can support student success through engaging and 
interactive activities and exercises. We encourage others to 
continue utilizing theory and positively impact their 
communities through projects like GenCyber. 
 

6. CONCLUSION 
 

One of the key lessons learned from this experience is the 
importance of creating an inclusive environment that supports 
students from diverse backgrounds. The success of our 
recruitment efforts, which resulted in over 72% of participants 
identifying as minorities, underscores the effectiveness of 
targeted outreach and engagement strategies. However, 
fostering long-term interest in cybersecurity among these 
students requires more than just initial exposure. It involves 
ongoing mentorship, access to resources, and opportunities for 
continued learning beyond the camp. Future GenCyber 
programs can provide a sustainable pipeline of diverse talent 
into the cybersecurity workforce by building solid partnerships 
with local schools, community organizations, and industry 
leaders. Additionally, incorporating culturally responsive 
teaching practices can enhance the relevance and impact of the 
curriculum, ensuring that all students feel valued and supported 
in their educational journeys. 
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Appendix B. GenCyber Camp Survey Instrument 
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