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ABSTRACT 
 
While demand for cybersecurity professionals is high, the field is currently facing a workforce shortage and a skills gap. Thus, an 
examination of current cybersecurity position hiring requirements may be advantageous for helping to close the skills gap. This 
work examines the education, professional experience, industry certification, security clearance, and programming skill 
requirements of 935 cybersecurity positions categorized by sub-field. The nine sub-fields are: architecture, auditing, education, 
GRC (governance, risk, and compliance), management, operations, penetration testing, software security, and threat intelligence / 
research. Prior work experience and higher education degrees in technical fields were found to be frequently required across all 
sub-fields. Over 48% of positions listed an industry cybersecurity certification, while 19% of positions required a security clearance. 
In addition, 25% of positions listed knowledge of a programming language as a requirement for employment. There were notable 
differences in certain position requirements between sub-fields. On average, management positions required three years of 
additional work experience than positions in the auditing, operations, and penetration testing sub-fields. Security clearance 
requirements were relatively similar across all other sub-fields, with the GRC sub-field having the highest percentage of positions 
requiring a security clearance. Programming skills were desired most prevalently in positions within the architecture, software 
security, and penetration testing sub-fields. Demand for industry certifications varied by sub-field, although the Certified 
Information Systems Security Professional (CISSP) certification was the most frequently desired certification. Cybersecurity 
education programs should consider the diverse nature of the cybersecurity field and develop pathways to prepare future 
cybersecurity professionals for success in any sub-field. 
 
Keywords: Employment skills, Job skills, Cybersecurity, IT professional 
 
 

1. INTRODUCTION 
 
As of 2021, cybersecurity is one of the fastest growing 
occupational fields in the United States. According to the U.S. 
Bureau of Labor Statistics, the projected job growth outlook for 
information security analysts is 31% between 2019-2029, the 
highest growth percentage of all occupation subcategories in 
the Computer and Information Technology occupations 
category, and seven times faster than the average U.S. job 
growth rate in 2021 of 4% (U.S. Bureau of Labor Statistics, 
2021). Another report by Cybersecurity Ventures anticipates 
that in 2025, there will be a predicted 3.5 million unfilled 
cybersecurity positions worldwide (Morgan, 2021). Given the 
recent widespread attention to cybersecurity issues through 
massive ransomware attacks such as the Colonial Pipeline 
incident and the JBS ransomware attack (Erickson, 2021), the 
demand for qualified cybersecurity professionals is expected to 
continue to increase. 

Although the demand for cybersecurity professionals is 
high, the cybersecurity field is currently facing a labor shortage 
and a skills gap (Caldwell, 2013; Cobb, 2018; Crumpler & 
Lewis, 2019; Vogel, 2016). According to ISACA’s State of 
Cybersecurity 2021 research, which surveyed cybersecurity 
professionals across the globe in a wide variety of industries, 
61% of survey respondents indicated that their cybersecurity 

teams are understaffed, while 44% of respondents said that it 
takes their organization between 3-6 months to acquire talent 
for unfilled cybersecurity positions (ISACA, 2021). While there 
are a variety of factors that may be contributing to a clogged 
cybersecurity talent pipeline, one of the most frequently 
mentioned challenges to cybersecurity job recruitment are 
position qualification requirements such as education, 
professional experience, technical skills, and industry 
certifications (Markow et al., 2019). 

In addition to professional, skills, and academic 
requirements, many United States government and federal 
contractor cybersecurity positions often require prospective 
applicants to possess and maintain an active U.S. security 
clearance. Previous research (e.g., Wilson & Wilson, 2011) has 
shown that security clearance requirements may exclude 
qualified and talented cybersecurity professional applicants 
who have not had the opportunity to obtain a clearance, creating 
a hiring barrier for clearance-required positions. 

Given the current skills gap and demand for the 
cybersecurity domain, an in-depth analysis of the requirements 
of current cybersecurity job postings would be beneficial for 
informing higher education and training programs on preparing 
the cybersecurity workforce to best meet the qualification 
demands of the industry as part of an effort to reduce the current 
cybersecurity skills gap. In addition, this analysis would also be 
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useful for cybersecurity job seekers by providing insights on 
education, experience, programming skills, and clearance 
requirements for a variety of positions in the cybersecurity 
field. 

 
2. LITERATURE REVIEW AND AIMS 

 
Previous studies that have examined cybersecurity job 
descriptions suggest that cybersecurity positions list various 
pre-requisite qualifications, such as formal education, technical 
skills, professional experience, and industry certifications. For 
example, a study by Peslak and Hunsinger (2019) which 
analyzed 487 cybersecurity analyst positions, found that 
professional experience and a higher education degree were 
commonly required in the information security field. In addition 
to formal education requirements, industry certifications were 
also found to be a common listing on Cybersecurity Analyst job 
descriptions. A similar study by Marquardson and Elnoshokaty 
(2020) also found that industry certifications, experience, and 
higher education degrees were typical for a variety of entry-
level cybersecurity positions. Parker and Brown (2019)’s 
analysis of cybersecurity job descriptions in South Africa found 
similar requirements as well. 

While many of these studies are useful for gaining insights 
into the cybersecurity job market, previous investigations have 
either focused on analyzing job requirements of a single 
cybersecurity position type, such as Cybersecurity Analyst or 
Cybersecurity Architect (Marquardson & Elnoshokaty, 2020; 
Peslak & Hunsinger, 2019), or a generalized search of 
cybersecurity positions (Brooks et al., 2018). Although 
investigations on a single or few cybersecurity job titles can be 
useful, they may limit insights into the cybersecurity job 
market. Cybersecurity is a broad field with a wide variety of 
positions that may require expertise, experience, or knowledge 
within in a specific sub-field or domain of the cybersecurity 
field. For example, positions with job titles similar to 
“Information Security and Compliance Manager” and 
“Information Security Analyst” would both be considered 
cybersecurity positions, but require vastly different skillsets, 
with the former position likely requiring in-depth knowledge of 
risk management and regulatory compliance frameworks, 
project management, and organizational management, while 
the latter position would likely require deep technical expertise 
and familiarity with security operations, tools, and practices. 
Thus, analyses that focus on analyzing the position 
requirements of a singular job role or title may be providing 
insights on a single type of position, rather than the 
cybersecurity field in general, which constitutes an assortment 
of positions with a wide variety of roles and responsibilities. 

An additional concern in conducting analyses of 
cybersecurity job descriptions based on position title is the non-
standardized usage of position titles within the industry. For 
example, the generalized title of “Information Security Officer 
(ISO)” in one organization may be a management-focused 
position, where the position calls for the leadership of 
organizational cybersecurity operations and leading 
cybersecurity personnel. In another organization, the ISO 
position could be more of an applied role, where the ISO works 
within an information security team or department as part of a 
security operations center (SOC), or part of an engineering or 
systems administration team responsible for designing and 
managing secure network architectures. While the position title 

may be identical, the job responsibilities, area of expertise, and 
qualifications of ISOs in different organizations are likely 
vastly different. This phenomenon could lead to complications 
in analyses that attempt to provide insights on a single type of 
cybersecurity position based on position title. 

 
In contrast, using generalized search terms which can 

capture a wide variety of cybersecurity positions would be 
advantageous for examining position requirements across the 
cybersecurity field. This method was used in an analysis by 
Brooks et al. (2018), who analyzed 30 discrete cybersecurity 
job titles acquired through a generalized search query. 
However, when conducting a broader analysis of cybersecurity 
positions using generalized search parameters, careful attention 
should be given to the diverse breadth of positions that exist in 
the cybersecurity field. For example, while a systems security 
architect and an application penetration tester would both be 
considered cybersecurity positions and may both be listed 
within a generalized search query of cybersecurity positions, in 
reality, these roles are very different, would likely have highly 
different job requirements and belong to different sub-fields 
within the cybersecurity discipline. Due to the complexity, 
diversity, and broad range of positions within the cybersecurity 
field, classifying positions based on their duties and 
responsibilities into defined and unique sub-field categories, 
instead of a single broad “cybersecurity” category may give 
additional insights into various types of cybersecurity positions, 
as well as better insights on the cybersecurity field in general, 
as these categories may capture additional insights on some of 
the nuances within the cybersecurity discipline. 

Thus, this paper seeks to expand upon previous analyses of 
cybersecurity job requirements by categorizing cybersecurity 
positions into discrete subfield categories based on the job 
description and responsibilities listed rather than by the position 
title as part of a granular analysis of cybersecurity job 
requirements across the diverse breadth of the cybersecurity 
field. 

This work aims to provide insights on the following 
prerequisite or desired requirements for professional positions 
within the cybersecurity field: 

1. Education – (Secondary education, higher education 
degrees, vocational and skills training). 

2. Experience – (Professional experience acquired through 
previous employment, projects, and internships). 

3. Certifications – (Vendor-neutral and vendor-specific 
industry cybersecurity and information technology 
certifications such as the Certified Information Systems 
Security Professional (CISSP), Certified Information 
Security Manager (CISM), CompTIA Security+ (Sec+), 
Cisco Certified Network Associate (CCNA), Certified 
Ethical Hacker (CEH), Certified Information Systems 
Auditor (CISA), Certified Internal Auditor (CIA), 
Certified Public Accountant (CPA), Certified 
Information Privacy Technologist (CIPT), Certified in 
Risk and Information Systems Control (CRISC), Global 
Information Assurance Certification (GIAC), GIAC 
Security Leadership (GSLC), Offensive Security 
Certified Professional (OSCP), GIAC Penetration Tester 
(GPEN), Offensive Security Certified Expert (OSCE), 
Project Management Professional (PMP), CompTIA 
Advanced Security Practitioner (CASP+), GIAC 
Certified Incident Handler (GCIH), and others). 
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4. Clearance – (Possession of a United States (U.S.) 
government security clearance). 

5. Programming skills – (Knowledge of specific 
programming languages). 

 
3. DATA AND METHODOLOGY 

 
Job posting data were acquired from Indeed.com. Job 
aggregator websites such as Indeed.com can be particularly 
useful for acquiring job description postings in a particular field 
of interest. Indeed.com was chosen as it is a highly popular job 
aggregator and was used by similar analyses of jobs postings in 
other fields, such as data scientists (Ho et al., 2019), data 
analytics (Verma et al., 2019), artificial intelligence and 
machine learning (Verma et al., 2022), human resource 
analytics (Kapoor & Kabra, 2014), and human resource 
management (Goldberg & Zaman, 2018). While Indeed.com’s 
job postings are publicly accessible, permission was granted by 
Indeed.com to use their data in this analysis for academic 
research purposes. A workflow of the data acquisition, position 
classification, and information extraction methods can be seen 
in Figure 1. Further explanations of methods are provided in 
detail within the following sections. 
 
3.1 Data Acquisition and Cleaning 
A job search query was conducted on Indeed.com on June 18th, 
2021, using two search parameters: “Cybersecurity” and 
“Information Security.” No location information was specified 
in the location parameter within the search queries, however, it 
is possible that IP address localization was used by the search, 
as only job postings within the United States were returned. 

In total – 19,109 jobs were listed between both queries. A 
random sample of 1,253 job postings was captured between 
both queries. The initial sample size of 1,253 was limited by the 
number of positions captured before the web query timed out. 
As Indeed.com generates unique static URL links to each job 

posting page, the URL link, position title, salary, and position 
summary were captured and saved in a database using a 
Python3 script. Each posting was then individually inspected. 
Out of 1,253 postings, 279 were found to be duplicate job 
postings and were removed. Through inspection of the 
remaining job descriptions, an additional 39 postings were 
removed. Also, 29 of these positions contained the keywords 
“Cybersecurity” or “Information Security” but were not 
cybersecurity positions. A select few examples of these 
positions were: Principle UX Designer marketing cybersecurity 
software, Sr. Geospatial Architect, Laboratory Information 
Specialist, Intellectual Property/Cybersecurity Lawyer, and 
Cybersecurity Journalist/Reporter. Two of the postings were 
cybersecurity higher education graduate school program 
advertisements, and the remaining eight postings were 
cybersecurity-related jobs, however, these postings did not 
contain any information and had corrupted or invalid external 
links. After removing these postings, a total of 935 unique 
postings remained for further analysis. 

 
3.2 Position Classification and Category Descriptions 
To provide a more granular analysis of position requirements 
for different types of jobs within the cybersecurity field, each 
job posting was individually inspected and assigned to one of 
nine discrete categories by the author. While cybersecurity is a 
diverse, wide-ranging discipline, which can be divided into a 
variety of sub-fields of specialty areas, it should be noted that 
as cybersecurity is a relatively young field of study, there has 
yet to be a widely adopted formal categorization and definition 
of sub-fields in the discipline. The identification and delineation 
of sub-fields in cybersecurity continue to be an active area of 
research and development (Petersen et al., 2020). 

 

Figure 1. Methodology Workflow 
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While frameworks for the cybersecurity workforce and sub-
fields such as the National Initiative for Cybersecurity 
Education (NICE) Cybersecurity Workforce Framework have 
been proposed to the cybersecurity community, these 
frameworks continue to be in development as the discipline 
matures (Newhouse et al., 2017; Petersen et al., 2020). 

As there is a current lack of consensus on formally 
delineated sub-fields within the cybersecurity discipline, the 
sub-fields identified in this analysis were in-part designed to 
capture the breadth and diversity of common major domains 
within the cybersecurity discipline, into broad, discrete 
categories, some of which are seen in other proposed 
cybersecurity sub-field frameworks (Newhouse et al., 2017). 

A listing and description of the classification categories 
used in this analysis can be found in Table 1. Job postings were 
assigned to a specific category based upon the responsibilities 
outlined within the job description. In cases where a job 
description contained responsibilities that would fall under 
multiple categories, the category which best described a 
majority of the position’s duties was assigned. 

An example of this situation would be an Information 
Security Analyst position whose responsibilities include 
conducting vulnerability scans, conducting log analysis, 
monitoring the organization’s network for malicious activity, 
and developing internal security policy to maintain compliance 
with external industry standards. Although one of the position’s 
responsibilities falls under the “governance, risk, and 
compliance (GRC)” categories, a majority of the job 
responsibilities fall under the “operations” category. Thus, the 
position would be classified as an operations position as most 
of the responsibilities fall under that category. Each job posting 
was carefully inspected to ensure the best fit to the appropriate 
category. 

 

3.3 Information Extraction 
All 935 job postings were individually inspected by the author 
over the course of three weeks. To avoid potential issues with 
fatigue, information extraction and classification processes 
were limited to approximately 50–70 positions daily during the 
analysis period. Several information fields were extracted from 
each job description, including: Position title, company name, 
location, salary, security clearance requirement, education 
level, professional experience, certifications required, 
certifications preferred, programming languages, and a brief 
position summary. While automated text analysis and machine 
learning classification methods were considered for use, 
manual analysis was determined to be a feasible and suitable 
method, given the size of the dataset. Automated methods such 
as text analysis and machine learning classifiers may be more 
suitable in future analyses incorporating larger datasets. 

As job description language and formats wildly varied, to 
ensure the standardization of the information extraction 
process, several rules were set up to guide the information 
extraction process. Regarding experience, the minimum 
experience required for the position was recorded. For example, 
if a position required 1-2 years of professional experience, one 
year of required professional experience was recorded for that 
position. If the professional experience requirement varied 
depending on educational level (high school, bachelor’s, 
master’s, doctoral), the required professional experience was 
recorded at the bachelor’s degree level. In addition, as several 
positions listed multiple levels of security clearance, the 
minimum security clearance required to obtain the position was 
recorded as the security clearance level required for that 
position. For example, if a position required active “Secret” 
security clearance upon employment, but an active “Top Secret 
SCI” clearance was preferred, the clearance level for that 
position was recorded as “Secret.” 

Job Classification 
Category Description 

Architecture 
Design, development, and implementation of information security systems, security architectures, 
network configuration, firewalls, access control lists, network management, system security 
engineering, system administration, management of identity and access management systems. 

Auditing Specifically relating to either internal or external information technology (IT), information security (IS) 
or organizational cybersecurity auditing. 

Education Formal cybersecurity educator positions at either private sector training organizations, secondary 
education, or higher education. Higher education cybersecurity research, service, or teaching faculty. 

Governance, Risk, 
Compliance 
(GRC) 

Risk management, risk assessment, IT governance, compliance, and privacy. Policy development, 
controls assessment, security awareness training development and implementation, disaster recovery 
and business continuity planning. 

Management C-Suite, Director of Information Security, senior managers, cybersecurity project managers, positions 
where primary responsibility entails supervision of personnel and cybersecurity teams. 

Operations Security operations, security analytics, log analysis, digital forensics, blue team, vulnerability and 
incident management, network, systems, and application scanning.  

Penetration 
Testing Penetration testing, ethical hacking, red team, vulnerability assessment, web application testing. 

Software Security  

DevSecOps, software development, software testing, application design, software development life 
cycle, security tool development. Positions which have a heavy emphasis on application development, 
coding, programming, incorporating secure by design principles, code reviews, software security 
assessment. 

Threat Intelligence 
/ Research 

Collection, analysis, and reporting of cybersecurity threats, vulnerabilities, intelligence, and 
technologies. Tracking adversary groups, threat hunting. Non-academic applied or theoretical 
cybersecurity research positions. 

Table 1. Sub-Field Categories and Descriptions 
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4. RESULTS 

 
Of the 935 positions analyzed, 917 required at least one of the 
five prerequisites examined in this analysis (educational degree, 
prior professional experience, industry certification, security 
clearance, or expertise with a programming language). The 
remaining 18 postings provided a description of the position but 
did not include any specific pre-requisite requirements for 
employment. Only 22% of postings included a prospective 
salary or salary range. Due to the limited information on 
position salaries in this dataset, further analysis on position 
salaries was not explored in this study. 
 
4.1 Position Type and Geographic Distribution  
The largest three-position type categories were architecture, 
operations, and GRC, respectively. When combined, these three 
position categories comprised 79.5% of the dataset. 
Management was the next largest position category comprising 
5.3% of the dataset. The remaining position categories 
comprised less than 5% of the dataset, with the smallest 
categories being auditing, with 9 positions making up roughly 
1.0% of the dataset, and education, with 11 positions, 
comprising 1.2% of the dataset. Figure 2 shows the percentage 
of positions in the dataset belonging to each sub-field. 
 

 
Figure 2. Percentage of Analyzed Positions by Sub-Field 

 
Of the positions analyzed, 756 out of 935 (80.9%) included 

location information within the job posting. The geographic 
distribution of job postings in this analysis can be seen in Figure 
3. The states with the highest concentrations of positions 
captured in this analysis were Virginia, California, Washington 
D.C., Maryland, Texas, and New York. Positions were located 
in every U.S. state, except for North Dakota, South Dakota, 
Louisiana, Mississippi, Kentucky, and Maine. Two positions 
were also located within the U.S. territory of Puerto Rico. 
Notably, 46 positions listed their location as “United States” or 
“USA” and did not list a specific location. Furthermore, 14.2% 
of all positions (133 positions) were listed as fully remote 
opportunities, with no specific work location assigned to the 
position. A possible explanation for a large number of remote 
positions in this dataset could be the ongoing COVID-19 
pandemic (Watson et al., 2020). 

 

 
Figure 3. Geographic Distribution of Cybersecurity 

Positions 

 
4.2 Education 
Listed educational requirements by job category are shown in 
Table 2. Out of the 935 positions surveyed, 71% listed an 
education requirement, while 69% of jobs required a higher 
education degree (bachelor’s, master’s, or doctoral). Of the 663 
positions that did list an education requirement, 93.8% listed a 
bachelor’s degree, 17.8% listed a master’s degree, and 4% 
listed a doctoral degree. High school diplomas were listed in 
2.41% of positions which included an educational requirement. 

Positions in auditing and education had the highest 
education requirements. However, the sample sizes of these 
categories were relatively small. Over 70% of positions in the 
architecture, GRC, operations, and penetration testing 
categories listed an educational requirement. The percentage of 
positions listing an educational requirement was slightly lower 
in the management, software security, and threat 
intelligence/research categories. Paradoxically, over 20% of all 
positions in the management, software security, and threat 
intelligence/research categories listed a master’s degree, a 
higher percentage than the architecture, GRC, operations, and 
penetration testing sub-fields. Positions listing doctoral degrees 
were relatively rare, apart from the education category, where a 
doctorate was listed on 54.5% of positions, and in the threat 
intelligence/research category, which listed a doctoral degree 
on 10.3% of positions. Furthermore, 6.0% of management 
positions listed a doctoral degree as well. All other sub-fields 
only mentioned a doctoral degree in 3.0% or fewer positions. 

By major, computer science was the most common degree, 
listed in 43.7% of positions requiring a degree. Notably, 38.9% 
of positions that listed a higher education degree requirement 
did not specify a specific major or field of study. Information 
systems or management information systems (MIS), and 
engineering were the second and third most popular degrees, 
listed on 25.2% and 25.0% of positions, respectively. 
Technology was listed as a desired or required major in 14.8% 
of positions, while a major in cybersecurity was listed in 10.3% 
of positions. Other prominent majors were computer 
engineering at 7.8%, information security at 6.5%, electrical 
engineering at 4.2%, business at 3.9%, and information 
assurance at 3.0%. Other fields such as mathematics, computer 
information systems (CIS), software engineering, systems 
engineering, accounting, data science, and statistics were also 
listed on less than 3.0% of positions. 

Architecture, 
29.1%

Auditing, 
1.0%

Education, 
1.2%

GRC, 17.6%

Management, 5.3%

Operations, 
32.8%

Penetration 
Testing, 

4.0%

Software 
Security, 

4.8%

Threat Intelligence / 
Research, 4.2%
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Across all subfield categories, computer science, 
engineering, and information systems/MIS were the most 
frequently listed majors. Computer science was the most 
frequently listed major for all sub-fields except for the auditing 
and education sub-fields. Information systems/MIS was the 
second most frequently listed major for the architecture, GRC, 
management, and operations categories, and was the most 
frequently listed major for the auditing subfield. Information 
technology (IT), cybersecurity, and engineering were also 
among the top five listed majors for all subfields. 
 

 
Figure 4. Distribution of Cybersecurity Positions by 

Listed Minimum Years of Required Experience  

 
4.3 Experience 
Of the analyzed 935 positions, 791 (84%) included a 
professional experience requirement. Also, 91 of the 791 
positions listed an experience requirement but did not specify a 
numeric amount of required or desired experience. Experience 
requirements in years ranged from 0–20. Nearly 82% of 
positions that listed a numeric experience requirement required 
five years or less experience. In addition, 54% of positions 
required three years or less experience, while 36% of positions 
required two years or less. Also, 18 positions specifically listed 
0 years of prior professional experience. On the higher end of 
professional experience requirements, 18% of positions listed 
six years or more professional experience, while 6% of 
positions required ten years or more. A majority of the positions 
that required ten years or more experience were generally 

within the architecture and management sub-fields. The highest 
recorded job experience requirement was a position in the 
architecture category, a Senior Information Systems Security 
Engineer, which required 20 years of prior professional 
experience. The number of positions listing various minimum 
years of experience as a requirement is in Figure 4. 

Of the 700 positions that listed a numeric experience 
requirement, positions within the management, architecture, 
and software security categories had, on average, higher 
professional experience requirements, in terms of years 
required, than auditing, education, GRC, operations, 
penetration testing, and threat intelligence/research categories. 
While the management category did not contain the positions 
with the overall highest years of experience requirements, the 
category had the highest average required years of experience, 
at 6.5 years, nearly two years higher than the average years of 
experience for jobs in the software security category, the second 
highest category. The distribution of numeric professional 
experience requirements by subfield can be seen in Figure 5. 
 
4.4 Certifications 
Nearly half (48.3%) of surveyed positions included an industry 
certification within the job posting. Additionally, 21.1% of 
positions listed a certification as required for employment, 
while 30.7% of positions listed a certification as preferred. By 
category, 43.8% of architecture positions, 77.8% of auditing 
positions, 54.5% of education positions, 63.6% of GRC 
positions, 46.0% of management positions, 50.8% of operations 
positions, 59.5% of penetration testing positions, 11.1% of 
software security positions, and 23.1% of threat 
intelligence/research positions included an industry 
certification within the job posting. In total, 135 different 
certifications were listed across all 935 positions. Figure 6 
visualizes all mentioned certifications in a word cloud scaled by 
frequency of listing. 
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Listed Minimum Years of Experience

Architecture
Auditing
Education
GRC
Management
Operations
Penetration Testing
Software Security
Threat Intelligence / Research

  High 
school 
diploma 

Associate's Bachelor’s Master’s Doctoral 
Positions listing 
education 
requirement 

Total number 
of positions 

Architecture 2.6% 2.9% 66.2% 14.7% 2.9% 71.7% 272 
Auditing 0.0% 0.0% 88.9% 33.3% 0.0% 88.9% 9 
Education 0.0% 0.0% 90.9% 72.7% 54.5% 90.9% 11 
GRC 1.2% 2.4% 69.1% 9.7% 1.8% 72.7% 165 
Management 0.0% 0.0% 66.0% 20.0% 6.0% 66.0% 50 
Operations 2.0% 4.2% 66.4% 6.2% 0.3% 72.6% 307 
Penetration 
Testing 2.7% 0.0% 64.9% 10.8% 2.7% 70.3% 37 

Software 
Security 0.0% 0.0% 55.6% 22.2% 2.2% 55.6% 45 

Threat 
Intelligence / 
Research 

0.0% 0.0% 61.5% 20.5% 10.3% 61.5% 39 

Table 2. Percentage of Cybersecurity Positions Listing a Degree by Sub-Field 
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Figure 6. Word Cloud of Certification Listings 

 
The most frequently mentioned certification was the 

Certified Information Systems Security Professional (CISSP), 
with 279 individual mentions. The Security+, CISM, CEH, and 
CISA were also frequently listed, with 133, 124, 108, and 99 
mentions, respectively. The CISSP was the most frequently 
listed certification across all sub-fields, apart from the 
education and penetration testing sub-fields. The CompTIA 
Security+ and Cisco Certified Network Associate (CCNA) 
were the most frequently mentioned certifications in the 

education category, while the Offensive Security Certified 
Professional (OSCP) certification was the most frequently 
listed in the penetration testing category. Table 3 lists the top 5 
listed certifications by category.  
 
4.5 Clearance 
U.S. security clearances were required for 177 out of 935 (19%) 
of the total analyzed positions. Notably, top secret sensitive 
compartmented information (TS/SCI) clearance, one of the 
highest levels of security clearance, was the most requested 
clearance, with 49 positions requiring a TS/SCI clearance for 
employment. Secret clearance was the second most common 
clearance requirement, listed in 45 positions. In addition, 20 
positions required a security clearance but did not specify a 
specific level of clearance. A variety of clearances were 
requested across all 177 positions, including area-specific 
clearances such as Q clearance with the Department of Energy, 
and Department of Homeland Security (DHS) suitability 
clearance. By sub-field, clearance requirements were relatively 
similar, with the GRC sub-field having the highest percentage 
of positions requiring a security clearance, at 23.6%. The 
auditing and education sub-fields did not list any positions 
which required a security clearance. The percentage of 
positions requiring a security clearance by other sub-fields are 

 

Figure 5. Distribution of Listed Required Years of Experience by Sub-Field 

  

  
Ranking by frequency of appearance 
1st 2nd 3rd 4th 5th 

Architecture CISSP CISM Sec+ CEH CCNA 
Auditing CISA CISSP CIA CPA CIPT 
Education Sec+ CCNA CISSP CEH CISM 
GRC CISSP CISM CISA Sec+ CRISC 
Management CISSP CISM CISA Sec+ GSLC 
Operations CISSP Sec+ CEH GIAC CISM 
Penetration Testing OSCP CEH GPEN CISSP OSCE 
Software Security CISSP CISA Sec+ PMP CASP+ 
Threat Intelligence / Research CISSP GCIH CEH OSCP GPEN 

Table 3. Frequency of Certification Listing by Sub-Field 
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as follows: Architecture (18.8%), management (14.0%), 
operations (18.6%), penetration testing (18.9%), software 
security (17.8%), and threat intelligence/research (20.5%). 
 
4.6 Programming 
Of the 935 analyzed positions, 231 (24.7%) listed a 
programming language in the job posting. The software security 
and penetration testing sub-fields had the highest percentages 
of positions listing a programming language, at 71.1%, and 
67.6%, respectively. Additionally, 51.3% of threat 
intelligence/research positions listed a programming language 
in the job posting. The other sub-fields mentioned programming 
languages less frequently. In particular, 32.0% of architecture 
positions, 11.1% of auditing positions, 6.1% of GRC positions, 
2.0% of management positions, and 17.9% of operations 
positions listed a programming language. The education sub-
field was the only category that did not have any positions 
which listed knowledge of a programming language as a desired 
or required skill. In total, 27 unique programming languages 
were listed across all 231 positions. Python was the most 
popularly listed language, followed by Java and C++. The most 
frequently mentioned languages listed on five or more positions 
are listed in Table 4. 

  

Programming 
Language 

Number of 
positions 

% of positions listing a 
programming language 
(n=231) 

Python 155 67.1% 

Java 98 42.4% 

C++ 52 22.5% 

C 48 20.8% 

PowerShell 46 19.9% 

SQL 45 19.5% 

Bash 37 16.0% 

Ruby 37 16.0% 

Go 37 16.0% 

C# 33 14.3% 

Perl 30 12.9% 

PHP 13 5.6% 

HTML 7 3.0% 

CSS 6 2.6% 

Rust 5 2.2% 

R 5 2.2% 

Table 4. Frequently Listed Programming Languages 

 
4.7 Education and Certification Position Requirements by 
Level of Required Experience 
As seen in Figure 7, of the 700 positions that listed a numerical 
experience requirement, the percentage of positions listing an 
educational requirement generally did not decrease as the 
minimum experience requirement of positions increased. 
However, it should be mentioned that 89% of positions that 
listed 0 years of professional experience, listed an educational 

requirement, an exceptionally high percentage. The percentage 
of positions requiring certifications generally increased as the 
minimum required years of experience increased. 
 

 
Figure 7. Percent of Positions Listing a Certification or 

Education Requirement as a Function of Minimum 
Required Years of Experience (Note these values are 

from the 700 positions which listed a numerical 
experience requirement.) 

 
4.8 Requirements of Positions Specifically Listing MIS or 
Information Systems Degrees 
Of the 935 positions analyzed, 167 positions listed a higher 
education degree in Management Information Systems (MIS) 
or Information Systems (IS) as a required or desired educational 
requirement. The sub-fields with the highest percentages of 
positions listing MIS or IS degrees were auditing at 62.5%, 
followed by penetration testing at 37.5%, threat 
intelligence/research at 33.3%, management at 30.8%, GRC at 
28.4%, architecture at 25.5%, operations at 25.4%, and 
software security at 8.0%. No positions in the education 
category listed an MIS or IS degree as an educational 
requirement. Regarding certifications, 67.6% of positions 
listing MIS or IS degree requirements listed an industry 
certification.  

Figure 8 shows the distribution of positions listing an MIS 
or IS degree with a numerical experience requirement. Notably, 
over a third of positions (33.5%) required 0-2 years’ experience. 
However, the most frequently listed numerical experience 
requirement was five years. Only 13.8% of positions listed a 
clearance requirement, which was slightly lower than the 
population average of 18.9%. Programming expertise was listed 
on 13.7% of positions listing an MIS or IS degree. The 
architecture, penetration testing, and software security sub-
fields had the highest percentages of positions listing a 
programming language. Python, Java, SQL, PowerShell, C, and 
C++, were the most frequently listed languages, respectively. 
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Figure 8. Distribution of Cybersecurity Positions 

Listing a MIS or IS Degree Requirement by Listed 
Minimum Years of Required Experience 

 
5. DISCUSSION 

 
Similar to the results found by Peslak and Hunsinger (2019), 
and Marquardson and Elnoshokaty (2020), I found that prior 
professional experience and possession of a higher education 
degree were the most frequently listed requirements for 
cybersecurity job postings based upon my analysis of 935 
unique cybersecurity job postings. In addition to experience and 
education requirements, I also found that possession of an 
industry certification was also frequently required or desired for 
cybersecurity positions, as over half of all positions included an 
industry certification in the job posting. Similar insights on 
industry certifications were also found by Parker and Brown 
(2019). Regarding security clearances, based on the results of 
this analysis, I also found that security clearances were a 
common requirement listed on cybersecurity job postings, with 
nearly 1 out of 5 positions requiring an active security 
clearance, or the ability to obtain a clearance as a condition of 
employment. Knowledge of programming languages was also 
frequently listed on cybersecurity job postings, with nearly 1 
out of 4 positions listing a programming language among 
desired or required skills. 

While the general observations on cybersecurity job 
postings in this analysis are useful for providing insights on 
cybersecurity position requirements, I also observed that there 
were notable variations in requirements between cybersecurity 
positions in different sub-fields or categories that would not 
have been captured through a more generalized analysis. For 
example, regarding education, while only 2.9% of 
cybersecurity positions listed a doctoral degree as a 
requirement, 54.5% of education positions, 10.3% of threat 
intelligence/research positions, and 6.0% of management 
positions required a doctoral degree. If all cybersecurity 
positions were analyzed within the context of being within a 
single category, doctoral degrees would seem extremely rare. 
However, when cybersecurity position requirements are 
analyzed by sub-field, doctoral degrees are more frequently 
required in certain sub-fields. This phenomenon can also be 

seen in the varying experience requirements between positions 
in different sub-fields. While the average required experience 
of all cybersecurity positions in this analysis was 3.9 years, the 
average required experience of positions in the management, 
software security, architecture, and education categories were 
all higher than the overall average at, 6.5, 4.7, 4.3, and 4.2 years, 
respectively. Thus, an analysis of cybersecurity job postings 
that consider the varying nature and diversity of positions in the 
cybersecurity field can be advantageous for providing 
additional insights on industry hiring requirements. 

Several summarized insights and recommendations can be 
made from the results presented in this analysis: 

1. Most job postings in the cybersecurity field require either 
a higher education degree, prior professional experience, 
an industry certification, or any combination of the three. 
Specialized cybersecurity positions such as penetration 
testing, threat intelligence and research, and 
management-focused positions often have much higher 
education and experience requirements than other 
cybersecurity positions.  

2. Regarding education, a high percentage of job positions 
require a bachelor’s degree. Technical majors such as 
computer science, information systems, engineering, 
information technology, and cybersecurity seem to be the 
most requested. While a much smaller percentage of 
positions require graduate degrees, master’s degrees are 
most requested for positions within the architecture, 
auditing, education, management, software security, and 
threat intelligence/research subfields. Doctoral degrees 
are most frequently requested for education, 
management, and threat intelligence/research positions. 
A bachelor’s degree, at a minimum, is highly 
recommended for cybersecurity job seekers. 

3. Prior professional experience in a related role to the job 
posting is very common in cybersecurity job postings 
across all sub-fields. Most cybersecurity job postings 
require 0-5 years’ experience. Positions in the auditing 
and operations categories often require the least amount 
of prior work experience, while positions in the 
management category often require a higher number of 
previous years of experience than roles in other sub-
fields. 

4. Industry certifications continue to be prevalent in 
cybersecurity job postings and are often a prerequisite for 
employment. A wide variety of industry certifications 
may be listed on job postings. The CISSP is the most 
frequently mentioned certification, although other 
certifications such as the OSCP and CISA are the most 
popular certifications for specialty fields such as 
penetration testing and auditing, respectively. 

5. Possession of a security clearance is also common on 
cybersecurity job postings in almost every sub-field, 
except for the auditing and education categories, which 
did not list any positions requiring a clearance. Nearly 1 
out of 5 job postings require some level of security 
clearance as a pre-requisite for employment. Percentages 
of positions requiring a security clearance were relatively 
similar between subfields. 

6. Programming languages were also commonly listed on 
cybersecurity positions, with nearly a quarter of positions 
listing knowledge and experience with a programming 
language as either a desired or required requirement for 
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employment. While various programming languages 
were listed, currently, Python and Java seem to be the 
most popularly requested languages. By subfield, the 
software security, penetration testing, and threat 
intelligence/research subfields had the highest 
prevalence of positions listing a programming language. 
Listing of programming languages was also common on 
positions within the architecture and operations 
categories. Programming language requirements were 
relatively uncommon for auditing, education, GRC, and 
management-focused positions. 

 
As mentioned in the results section, MIS and IS degrees 

were the second most frequently listed major for positions 
containing an educational requirement. Except for the software 
security and education sub-fields, over a quarter of positions 
containing an educational requirement in all sub-fields, listed 
an MIS or IS degree as a desired or required pre-requisite for 
employment, suggesting that MIS degrees are sought after in 
almost every sub-field in cybersecurity. As experience was one 
of the most frequently listed requirements, MIS or IS students 
would greatly benefit from having 1-2 years of professional 
experience in cybersecurity, even from a professional 
internship. Industry cybersecurity certifications were also 
highly valued for positions listing MIS or IS degrees. 
Knowledge of a popular programming language such as 
Python, Java, or SQL would also be highly valuable for MIS or 
IS students seeking to enter the cybersecurity field, especially 
if they are interested in positions related to architecture, 
penetration testing, or software security sub-fields. 

Based upon the results of this analysis, it would be 
advantageous for MIS and IS programs with a focus on 
preparing students for the cybersecurity profession to 
incorporate student training for industry certifications and 
programming into their curricula. In addition, encouraging 
students to pursue part-time work or professional internships to 
gain professional experience would be beneficial. Furthermore, 
as nearly a fifth of positions listing MIS and IS degrees required 
a security clearance, developing pathways for MIS and IS 
students to obtain a security clearance, or at a minimum, 
educating cybersecurity-focused MIS and IS students on the 
security clearance process may provide new professional 
opportunities for students entering the cybersecurity workforce. 

In summary, while this analysis observed similar trends in 
cybersecurity position requirements to previous analyses 
(Peslak & Hunsinger, 2019, Marquardson & Elnoshokaty, 
2020, Parker & Brown, 2019), the granular approach in this 
work provided additional new insights on various types of 
cybersecurity positions that could not be captured in a more 
generalized analysis of cybersecurity positions. There were 
notable differences in position requirements between positions 
in different sub-fields. This work highlights the complex, broad, 
and diverse nature of the cybersecurity field. Such complexity 
results in generating differing requirements and pre-
qualifications depending on the nature of the position and job 
role. Thus, future analyses of cybersecurity job postings and 
requirements should consider this inherent complexity and 
diversity. 

The observations made in this analysis could be highly 
beneficial for cybersecurity professional aspirants seeking to 
gain insights on what qualifications are required by various 
types of cybersecurity positions, but also for educational 

institutions seeking to train and prepare the cybersecurity 
workforce, as well as serve as a guide for developing pathways 
for student development and success in the cybersecurity career 
field. Due to the high demand for professional experience in 
cybersecurity job postings, the development or acquisition of 
professional internships and employment should be a priority 
for higher education programs. Furthermore, higher education 
programs should note the continued prevalence of industry 
certifications in the field and may consider aligning their 
curriculum, in part to prepare students for success in earning 
industry certifications. Courses that immerse students in one or 
more programming languages would also benefit student 
success. In addition, due to the demand for security clearances 
in cybersecurity positions, educational institutions should also 
consider working with the public sector to develop pathways 
for students to obtain a security clearance through activities 
such as government internship programs, or research 
opportunities. 

It should be noted that this study had several limitations. 
The sample dataset of cybersecurity job postings was a snapshot 
in time. Given the dynamic nature of the cybersecurity field, it 
is highly likely that current observations on the popularity of 
programming languages and industry certifications will change 
over time as the field continues to develop and evolve. Also, the 
sample dataset consisted of cybersecurity positions within the 
United States only and may not reflect global cybersecurity job 
requirements. Furthermore, although the sample dataset was 
randomly selected, the dataset was a very small percentage of 
the currently available cybersecurity job market. In addition, 
partially due to the simple random sampling method employed 
in this analysis, the number of analyzed positions in the auditing 
and education sub-fields was very small. Further analyses 
which specifically analyze position requirements using 
specified search queries targeting positions in these two sub-
fields or a disproportional stratified sampling method to 
increase class size would be useful for providing additional 
insights on auditing or education-focused cybersecurity 
positions. Future research incorporating a temporal analysis of 
cybersecurity job postings, with a broader, global scope, would 
be welcome. Furthermore, investigating an even larger sample 
of job postings using automated methods such as text mining 
and machine learning would also be welcome. 

 
6. CONCLUSION 

 
This analysis provided several insights into the education, 
experience, certification, clearance, and programming skill 
requirements of current cybersecurity positions. I also found 
that there were notable differences in requirements between 
positions in different specializations or sub-fields within the 
cybersecurity discipline. Generally, across all sub-fields, higher 
education degrees in majors such as computer science, 
information systems, and engineering, and prior professional 
experience are common requirements for cybersecurity 
positions. While cybersecurity positions on average, require 3-
4 years of work experience, management-focused positions 
require, on average, over six years prior professional 
experience. Industry certifications were desired or required in 
over half of the cybersecurity positions we analyzed. While 
certifications such as the CISSP, Security+, and CISM were 
prevalent in positions in almost every sub-field, the demand and 
type of certification varied by sub-field, most notably in the 
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penetration testing subfield, which frequently listed the OSCP 
and CEH certifications. Security clearances are also notably in 
demand for cybersecurity positions, as clearances were required 
or desired for approximately 20% of positions across all 
categories except for the education and auditing sub-fields. 
Finally, knowledge of programming languages such as Python, 
Java, and C++ was also frequently listed as a desired or required 
skill on cybersecurity job postings, most notably in positions in 
the architecture, penetration testing, and software security sub-
fields. 

Overall, a granular analysis of cybersecurity positions by 
sub-field was advantageous for emphasizing the diversity and 
complexity of the cybersecurity field. Although there are 
commonalities in cybersecurity position requirements across 
the entire discipline, there are also notable differences in the 
requirements of cybersecurity positions in different sub-fields. 
To further reduce the current skills and employment gaps in the 
cybersecurity field, higher education and cybersecurity training 
programs should take note of the current requirement trends of 
positions in the varying sub-fields within the cybersecurity 
discipline, to best prepare the next generation of cybersecurity 
professionals for success in any type of position. Based upon 
the insights provided by this analysis, it would be advantageous 
for educational programs to adapt their curricula and 
professional field experience programs to develop multiple 
training pathways that best prepare students and professionals 
for the varying position requirements within the sub-fields, and 
the cybersecurity discipline as a whole. 
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