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ABSTRACT

In recent years, there has been a significant increase in the demand from professionals in different areas for improving the
curricula regarding information security. The use of authentic case studies in teaching information security offers the potential
to effectively engage students in active learning. In this paper, the authors introduce the approach of using workflow
technology to compose case studies to enhance information security education. This approach allows students from different
disciplines to collaborate in a distributed computing environment in order to learn important information security principles.
Two case studies simulating real-life scenarios, including one for an online banking system and one for an online grading
system, are recreated within a laboratory setting using workflow technology and are then presented in information security
classes. Our educational practice shows that the benefits of using workflow technology in information security education have

been well received by students.
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1. INTRODUCTION

Nowadays, information security is becoming more and more
important to organizations across a variety of industries. In
information security education, it has been observed that
students learn best with hands-on real-life examples (Sharma
and Sefchek, 2007). Teaching using case studies to simulate
real-life scenarios has been considered an effective method
that actively engages students. Researchers (He et al., 2013)
point out that using a case study-based approach in
information security courses can provide several key
advantages, such as the ability to focus on the practical
aspects of information security in the real world, the ability
to ensure a high level of student involvement, and the ability
to teach security concepts with a minimum requirement for
equipment.

In recent years, many hands-on projects, including
simulating virus and spyware mechanisms (Katz, 2006),
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breaking ciphers (Schweitzer and Baird, 2006),
attacking/defending a system (Chen et al., 2011), detecting
intrusion (Roschke et al., 2010), and analyzing penetration
(Antunes and Vieira, 2012), have been developed and have
been widely used in the information security education
curriculum. However, most of these hands-on projects are
relatively simple and can be carried out in isolated or
virtualized lab environments, which usually do not fully
reflect the complexity of real-life situations. Moreover, most
of these projects require students to have strong technical
skills in system/network administration and often involve
heavy computer programming. These requirements might
make the study of information system security difficult for
students with less background in computer science.

In information security education practice, there is a
great need for students to study more complicated cases that
are more similar to real-life scenarios in order to better
understand important security issues and techniques. Ideally,
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each case study should simulate a complex real-life scenario.
These case studies should enable students to visualize
concepts at a high level in order to facilitate analysis and
discussion. Moreover, in order to engage students and to
sustain students’ interest in learning information security
concepts, difficult technical details should be temporarily
hidden, particularly until students with less computer science
background can become familiar with these concepts.

In this paper, we describe a new approach of using
workflow technology to enhance information security
education (van der Aalst and van Hee, 2004) by simulating
complex real-life scenarios within a laboratory setting. The
use of workflow technology provides interactive graphical
interfaces to build sophisticated information security cases
without the need for low-level programming or command-
line interactions and allows for collaboration among students
with different educational backgrounds. Moreover, workflow
technology enables seamless integration of distributed and
local services to support the composition of complex case
studies. Two case studies using the Kepler scientific
workflow system (Ilkay et al., 2004) are presented in this
paper to show how workflows for real-life scenarios can be
created and enacted. The first case study simulates the
scenario of an attack on a bank account and is based on a real
security incident described in the Daily Record magazine
(Mann, 2012). The second case study models the situation of
a coordinated attack that compromises an online course
management system. The workflows for both case studies
were developed by students in Computer Science and were
then used to support teaching in Information Technology
(IT) security courses. Feedback from students regarding the
use of workflow technology in teaching information security
principles and techniques is also discussed and analyzed.

2. WORKFLOW TECHNOLOGY AND ITS
APPLICATIONS IN EDUCATION

Workflow is originally an administrative concept used in
business operation management; it describes a business
process that delivers services from one participant agent to
another. A workflow is described as (Allen, 2001):
The automation of a business process, in whole or
part, during which documents, information or tasks
are passed from one participant to another for
action, according to a set of procedural rules.

The most attractive feature of a workflow is “business
automation,” which enforces data validation and verification
in business operations, overcomes constraints in time and
space, maintains consistency, and largely eliminates possible
human errors. While the idea of workflow has been widely
used in many different types of businesses, the concept has
extended beyond conventional business process management
and is now applied more broadly in scientific computing
(Deelman et al., 2009), sensor networks (Li et al., 2008),
engineering (Vucina et al., 2009), image processing (Radu
and Gorgan, 2007), e-commerce (Li et al., 2004), and many
other areas.

The basic element in a workflow is a task, which is
defined by three parameters: input description,
transformation, and output description. The input description
provides the information required to complete the task; the

transformation is composed of a set of functions to be carried
out in the task; and the output is the resulting information
produced in the task that can be provided as input to the
downstream tasks. Typically, a workflow consists of a set of
serial or parallel tasks that perform the operations of
accessing services or executing specific functions. Closely
related tasks can also be organized as a sub-workflow that
can be reused in the composition of other workflows. In
general, the structure of a workflow can be represented as a
DAG (Direct Acyclic Graph), in which arcs connect tasks.
The relationship between tasks can be sequential, parallel, or
selective (Yu and Buyya, 2005a).

A number of tools have been developed to facilitate the
composition of workflows. In addition to the Kepler
workflow used in this paper, others include Pegasus
(Deelman et al., 2003), Taverna (Oinn et al., 2004), Gridflow
(Cao et al., 2003), ScyFlow (McCann et al., 2006), and
GridNexus (Brown et al., 2005). Typically, a workflow
system provides a GUI layout that allows users to drag and
drop in order to create tasks and to connect services or logic
components. Given the input and output parameters, a
correctly composed workflow can be compiled (Li et al.,
2007) to a format described by a workflow description
language or other XML-based languages. The workflow can
then be scheduled and executed on various service providers
or resources under the orchestration of a workflow
management system (Yu and Buyya, 2005b). The
effectiveness of workflow techniques has been verified and
includes applications in biology, chemistry, business, and
mathematics. A key advantage of workflow technology is
that it extricates users from many complicated and low-level
system configurations, programming, and data manipulations
and thereby allows them to focus on composing the
applications, such as the grid or the cloud computing
infrastructures, used in today’s distributed computing
environment.

In addition to workflow’s popularity in scientific
computing and e-business applications, educators have
begun to investigate the feasibility of using workflow
technology to support educational practices. Van der Veen et
al. (2003) have found that using workflow to transfer
business applications into the educational domain has
provided added value to students. Santoro et al. (2003)
integrated the workflow concept to support collaborative
project-based learning and achieved good learning outcomes.
Hiekata et al. (2007) used a semantic web-based workflow
framework to support design engineering education, which
helped shorten the students’ learning duration. Gorgan et al.
(2009) used workflow to develop a Grid-oriented e-learning
environment for supporting training and experimental
practice in earth observation. Wilkinson and Ferner (2008)
used the GridNexus workflow editor to teach Grid
Computing classes across universities in North Carolina.
Silva et al. (2011) used VisTrails, a scientific workflow and
provenance management system, to support teaching in
scientific visualization. Waddell et al. (2010) employed a
Kepler workflow to design several simple case studies,
including a distributed program code review, remote code
analysis, and a web service fuzzer (a software testing tool
that automatically provides invalid and unexpected random
data to the inputs of a web service), and then used these case
studies to teach a course in secure software engineering.
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We recently used workflow technology to build
sophisticated case study scenarios in order to simulate real-
life examples of breaches in information security. These case
studies were then used in teaching several information
security courses. Each case study included a list of learning
objectives, a workflow-based case scenario, and a learning
task. According to Bloom’s revised taxonomy (Anderson
and Krathwohl, 2001), there are six levels of cognitive skills
and capabilities. These are briefly described in Table 1.

Cognitive Level
Remembering

Description
Retrieving relevant knowledge
from long-term memory
Constructing meaning from
instructional messages,
including oral, written, and
graphic communication
Carrying out or wuse a
procedure in a given situation
Breaking down informational
materials into components to
understand the organizational
structure
Making judgments based on
criteria and standards
Putting elements together to
form a coherent or functional
whole; reorganizing elements
into a new pattern or structure
Table 1: Bloom’s revised taxonomy (Anderson &

Krathwohl, 2001)

Understanding

Applying

Analyzing

Evaluating

Creating

Each case study is designed to target certain cognitive
levels of Bloom’s revised taxonomy. Due to the complexity
and diversity of security scenarios, it can be challenging to
allow students to test each security scenario and/or to
conduct security attacks and defenses in the existing
classroom environment. Therefore, based on the
characteristics of several different security attacks, the
authors of this paper mapped case studies at different
cognitive levels. The first case study targets the highest
cognitive level, “Creating.” The second case study targets a
lower level, “Understanding.” The next section provides
detailed descriptions of these two case studies.

3. CASE STUDIES USING WORKFLOW
TECHNOLOGY

Case Study I: A Complicated Attack Pattern for an Illegal
Banking Account Transfer

In 2012, a real-life security scam with a relatively
complicated attack pattern that involved an online bank
account wire transfer was reported (Mann, 2012). The
ultimate goal of the hacker was to transfer a large amount of
money from a compromised customer’s banking account to
an overseas account. To accomplish this kind of attack, a
hacker breaks into a bank customer’s banking account to
initiate the money transfer. However, recently, many banks
have implemented an anti-fraud policy that notifies
customers, mostly via automated phone calls or messages, if
unusual activities, such as money transfers exceeding a
certain amount, are detected in their accounts. Warned by the
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notification messages, the banking customer who is the
victim would have the chance to stop the money transfer
during a grace period. To be successful, then, the hacker
must prevent the customer from receiving the anti-fraud
notification calls or messages. In order to achieve this, the
hacker must carry out a sequence of denial-of-service attacks
by continuously calling the customer’s phone. Bothered by
numerous strange phone calls, the annoyed customer will
likely turn off his/her phone and will thereby miss the anti-
fraud notifications from the bank. As a consequence, if the
above steps in the scam and the attack procedure are carried
out successfully, the hacker will achieve his goal of
transferring money out of the customer’s banking account.
This case serves as an ideal example to use in class to
demonstrate a complicated real-life attack pattern. Using this
real-life banking case as the blueprint, the first workflow
scenario was designed by simulating the above banking case
while embedding within it several basic and important
information security techniques that are taught in regular
Information Security classes. First of all, the authors
implemented a module that simulated an SQL injection
attack, in order to simulate the hacker’s process of stealing
the user’s credentials and personal information from the
back-end database by taking advantage of security holes in
the web server. The sub-workflow in the SQL injection
module serves the educational purpose of showing how a
security hole in the database of an information system can
lead to vulnerability. In the denial-of-service attack module,
the authors developed a sub-workflow to invoke a phone-
calling web service to implement the making of consecutive
phone calls. During the in-class demo, a student was asked to
volunteer his cell phone to demonstrate the effect of this
denial-of-service attack. A transaction validator module was
also implemented, in order to reflect the changes to the
banking accounts in this case study. The learning objectives
of this case study include:
e To understand SQL injection attacks in computer
programs;
e To describe strategies for avoiding SQL injection
attacks;
e To discuss banking anti-fraud policies;
e To analyze computer programs and identify SQL
injection vulnerabilities;
e To apply coding techniques to eliminate SQL
injection vulnerabilities in computer programs; and
e To create SQL injection-free computer programs.

Figure 1 shows the high-level Kepler workflow that
implements the banking case study and offers relevant screen
shots (including SQL injection information, banking account
status changes, and user notifications during the workflow
execution). The high-level workflow provides a big picture
of the overall attack pattern in this case study. The execution
of the workflow simulates the banking attack case study
step-by-step, and shows how it provided students with an
opportunity to experience a simulated real-life security attack
within a lab setting. At the same time, students were inspired
to think about the related security techniques and policies in
order to prevent such attacks. Students who were interested
in technical details could explore the sub-workflow in each
module to learn more about the detailed implementation
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Figure 1: Kepler Workflow for Case Study I: A Complicated Attack Pattern for an Illegal Banking Account Transfer
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mechanism. An example of the detailed implementation of the
SQL injection sub-workflow is shown in Figure 2.

In order to help students achieve the learning objectives, a
learning task was associated with this case study. Students

were asked to evaluate

Figure 2: Implementation Detail of the SQL Injection Sub-Workflow

project involved students creating web-scripting programs
that were free of SQL injection vulnerabilities. The instructor
tested and graded the students’ programs to determine their
effectiveness against SQL injection attacks.

the web scripting programs in the case

study workflow to search for potential SQL injection

vulnerabilities and to

provide solutions to address these

security holes. The follow-up programming assignment and
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Case Study II: Coordinated Attacks on Online Course
Management Systems

Online course management systems such as Blackboard
and Moodle are widely used in higher education. Instructors
use such systems to teach their online or on-campus courses,
using them to store course materials, to conduct online
discussions, and to manage student grades. As the popularity
of online course management systems continues to grow,
there has been an increased interest in attacking online course
management systems or other e-learning applications
(Schultz, 2013). The design of the second case study was
inspired by various recent real-life attempts to break into
online course management systems in order to change grades
(Carr, 2013). This case study models the situation of a
coordinated attack in order to compromise a test bed (which is
a simulated Moodle-based online course management system
used for testing purposes). The instructor discussed the ethics
guidelines and issues before presenting this case study to
students. Since several studies discussed ethical hacking and
suggested that a university information security curriculum
must include both the “defender” and “attacker” perspectives
in order to meet the demand for trained security professionals
to have both attack and defense skills (Bratus et al., 2010;
Curbelo and Cruz, 2013; Logan and Clarkson, 2005; Pashel,
2006), both perspectives were used by students. To reduce
possible ethics concerns, the actual programming codes were
hidden from the students.

One way to attack online course management systems is
to use the denial-of-service (DoS) attack technique. To launch
a DoS attack, the attacker typically sends a very large number
of connection requests to flood the target system. When the
target system receives more requests for services than it can
handle, it often stops working or even crashes (Whitman and
Mattord, 2011). Once the target system is down, in co-
ordination, the hackers can set up a fake system with exactly
the same URL and user interface on the Internet and can use it
for phishing. Phishing is an attempt to gain personal or
financial information from an individual, usually by posing as
a legitimate entity. When the course instructor then tries to
log in to the fake course management system, his or her
account information will be captured by the fake system.
Later on, the hackers can use the instructor’s account

PN Director

Trigger

lrigger

information to visit the legitimate course management system
and can carry out malicious activities, such as changing
grades or stealing exam/quiz questions, at will.

This second case study implements a workflow-based
scenario to simulate the effect of a DoS attack and a phishing
attack on an online course management system established for
testing. The learning objectives of this case study are:

e To understand DoS attacks and phishing on computer

systems;

e To understand the impact of DoS attacks on network

and systems; and

e To identify defense mechanisms to protect against

DoS attacks and phishing.

Figure 3 shows the designed overall workflow of this case
study. The DoS attack sub-workflow initiates the server attack
by calling a java application that attempts to establish a large
number of connections to the server hosting the online course
management system. When the server’s resources are
exhausted, the server is then unable to accept new
connections. Figure 4 illustrates the detailed implementation
of the DoS attack sub-workflow. Following the DoS attack, a
phishing module is used to implement the impersonation of
the authentic online course management server. This fake
Trojan server has exactly the same user interface appearance
as the original system and serves the purpose of phishing the
login account information from unsuspecting instructors. This
stolen information can then be used to steal test questions or
to modify student grades.

In order to support the learning objectives associated with
this case study, further in-class discussion about possible
ways to mediate the DoS attacks can be included, in order to
help students study DoS attacks and the techniques that can
detect DoS attacks and can mediate the impact of such
attacks. The example shown in Figure 5 demonstrates the
“SiteKey” technique used to prevent phishing. By comparing
the executions of the Case Study I workflow on the Moodle
servers both with and without SiteKey protection, students
can gain a better understanding of DoS attacks and can learn
techniques that can prevent phishing.

Maodify Information

Display

Figure 3: The Kepler Workflow for Case Study II: Coordinate Attacks on an Online Course Management System
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4. EVALUATION OF THE WORKFLOW-BASED
SCENARIOS

The two developed workflow-based scenarios were
demonstrated to students in four IT courses with small class
sizes (class 1 has 16 students; class 2 has 9 students; class 3
has 7 students; and class 4 has 18 students). After a
demonstration of the two case studies, the students were
invited to complete a survey regarding using workflow
technology for teaching information security. The survey
included three quantitative and seven qualitative questions,
and the college’s institutional review board (IRB) approved
the survey. 42 students (26 undergraduates and 16 graduate
students) volunteered to complete the survey. These students
reported that they were new to using a workflow technology
like Kepler. The results of the quantitative questions from the
survey are summarized as below.

The students were asked to rate the degree of their
agreement with three learning-related statements. Table 2
shows that the majority of the students either agreed or
strongly agreed that using the case studies implemented by
workflow technology was helpful in deepening their
understanding of the information security concepts and
technology.

Students also made some qualitative comments as they
answered the seven qualitative questions. The majority of the
students reported that they had some basic knowledge about
information security but lacked an understanding of the
technical details involved in security attacks such as SQL
injection and denial-of-service attacks. Some students
explained why they thought that scenario-based workflows
were useful for learning information security principles and
reported on their favorite part of the scenario-based
workflows. Some noted that they liked the fact that workflow
breaks down the scenarios on a step-by-step basis, making the
hacking process easier to follow. Several reported that they
enjoyed seeing the simulated attacking process behind the
SQL injection, denial-of-service, and phishing attacks
visually, and they appreciated the workflow implementation
in helping them better understand the underlying concepts and
techniques. One student even pointed out that the workflow-
based scenarios provided an opportunity to conduct practical
training without the need of multiple computers or servers.
Below are some quotes from the participating students:

o “lunderstand the attacks well after seeing the demo.’

1

e “It gave me a better understanding of SQL
injections.”

e “Scenario-based workflows look useful in dealing
with user requirements.”

o “Very good. It visually depicts the flow of security
attacks and helps improve understanding.”

o “In the real world, you have to be able to explain
security issues to non-technical managers. I think the
scenario-based workflows are very important.”

e “My favorite part is to see codes interpreted
graphically.”

The participating students also provided suggestions for
improving the workflow-based scenarios. They suggested that
more details be added to the workflows in order to make the
scenarios as similar as possible to real-life situations. They
also suggested making the GUI of the workflows more user-
friendly and engaging. A few students noticed that there were
many actors in the workflows and wondered how much time
it took to build a complex workflow. Some students expressed
interest in learning how to make such workflows because they
believed that the workflow-based scenarios were useful. Some
suggestions from the students who participated in the survey
are listed here:

e “Make the program mimic more complex workflows

based on actual sites.”

e “Make it a little more realistic. The online banking

scenario needs to deal with emails, too.”

o “I am curious to see the translation from graphical

workflow to actual code if possible.”

After the in-class demonstration of the two case studies,
the instructor asked students to complete the associated
learning tasks. For case study I, students in the Web
programming course were required to check the programs that
they had previously developed and to fix the SQL injection
vulnerabilities, if any existed. Students, in the subsequent
assignments and for the final project, were also required to
create programs that were free of SQL injection
vulnerabilities. As they graded students’ assignments and
tested their programs, the authors found that the vast majority
of students understood the SQL injection vulnerabilities well
and successfully wrote codes to prevent SQL injection. Thus,
it was clear that most of the students achieved the learning
objectives of Case Study I.

Strongly Neither Strongly
Statement Agree Agree Nor Disagree .
agree s disagree
Disagree

Workflow technology is very useful for 12 (28.6%) | 21 (50.0%) | 7(16.7%) 0(0.0%) | 2 (4.8%)
learning information security concepts.
I am interested in learning more about using
workflow technology for information 9 (21.4%) 20 (47.6%) 11 (26.2%) 1(2.4%) 1(2.4%)
security.
I enjoyed learning information security o o o o N
concepts using workflow technology. 8 (19.0%) 25 (59.5%) 8 (19.0%) 0 (0.0%) 1 (2.4%)

Table 2: The survey results of the learning-related statements

207



Journal of Information Systems Education, Vol. 25(3) Fall 2014

For Case Study II, students in the information security
course were required to further research DoS attacks and were
asked to discuss in class what approaches they could use 1) to
detect DoS attacks and 2) to mediate the impact of such attacks.
Based on their discussion, the instructor found that the students
showed a solid understanding of DoS attacks, of the
consequences, and of possible mediation strategies. The authors
did not conduct further testing to assess students’
understanding about DoS attacks, since their main interest was
to ascertain how students perceived the workflow-based
information security scenarios.

5. CONCLUSIONS

Case studies have often been recognized as important tools to
illustrate  conceptual or complex materials. Teaching
information security skills effectively is difficult without ready
access to adequate case studies. Often, a real-life information
security situation is complicated and involves numerous steps.
It can be challenging for instructors to describe such complex
security situations orally in class. It can also be hard for
students to understand complex security techniques and
concepts without being offered visual examples. In this paper,
we developed two workflow-based case studies using Kepler
software to simulate real-life scenarios in information security.
The two workflow-based scenarios were then introduced to
students in both undergraduate- and graduate-level courses.
The evaluation results show that most of the students were
positive regarding the effectiveness of using workflow to teach
security techniques and concepts. A limitation with this
evaluation is that the sample size is small. The authors hope to
conduct a large-scale evaluation with more students in the
future, in order to further improve and enhance the case studies
implemented by workflow.

Currently, there is a lack of ready-made information
available about security-related case studies, which makes the
application of case study methods in information security
education challenging (He et al., 2013). The authors of this
paper plan to share their developed workflow-based case
studies on the Internet. Regarding future work, the authors plan
to design guidelines to help interested information security
instructors develop workflow-based case studies by using
workflow development/management software packages. In
addition, the authors are designing more workflow-based
security case studies and will share them with the information
security educational community once they are ready.
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