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ABSTRACT: This article describes an approach to teaching ethics in the information
system curriculum that the authors have used successfully in a variety of courses at
various levels. The approachis comprised of tfve steps: 1. Administering to students
a questionnaire designed to address ethical and policy issues;2. Reporting to the
students a summary of their responses to the questionnaire and those of previous
classes;3. Using the responses as an entree to pose other ethically ambiguous
situations and solicit from student volunteers their solutions to the situations;4.
Furnishing the students with normative solutions to these situation as provided by
experts; and 5. Using additional scenarios to develop generic ethical principles that
can be applied to other situations as well.. The article proceeds to explain the
psychological principles that make this approach effective. Experimentalvalidation
of this approach have beenreported in a companion article.
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Studies on the alarming prevalence
of software piracy and the apparent
rampant  disregard for software as
intellectual property convinced us that
ethics must be taught as part of the
information system (IS) curriculum. [1,2]
Yet, we could not find a coherent pedagogy
for teaching about IS ethics. A.common
approach to teaching ethics is through
the presentation of scenarios that illustrate
ethical issues. Meldman [3], DeMitchell
|4] and others cited below apply this
technique to the ethical issues specific to
information systems.

We built on the work of -these
predecessors to develop a pedagogy for
the teaching of ethics in informations
systems that we have demonstrated to be
sound and effective. This article describes
that pedagogy and so will be of use to IS
educators who wish to incorporate IS

ethics into their courses.: The pedagogy
involves these following steps:

o Challenging students to think
about IS ethics by administering a
questionnaire designed to address
ethical and policy issues, and then
using their collective responses.as
impetus for discussion,

o Posing to the students additional
ethically ambiguous situations and
soliciting from student volunteers
their solutions to the situations,
then reporting to the students a
summary of the responses to these
situations provided by experts, and

o Using additional scenarios to
develop generic ethical principles
that can be applied to other
situations as well.

These five steps of the pedagogy
are administered in classes at different
levels and not all in a single class meeting.

STEP 1. QUESTIONNAIRE

A key element in our pedagogy is
confronting students with ethical cases.
We developed a questionnaire to aid in
challenging students thinking on IS ethical
issues. The procedure for constructing
that instrument is described elsewhere.

151

On the first meeting of the class, we
administer this questionnaire. The
questionnaire contains approximately
thirty items that address various ethical
issues regarding the use of software and
information. Several items speak to
software piracy while others focus on
University policies on plagiarism and use
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of the University computers.

The students complete their
questionnaires anonymously and are asked
to be accurate in their responses.
Immediately following administrating the
questionnaire, we collect the students’
responses (0 it.

Typically some students in the
introductory class report that they do not
understand one or more items because
they lack experience with computers. This
is understandable since that class is the
first exposure to information systems for
many. Approximately 30% of the students
in our beginning IS class report no or
only passing experience with computers.

The questionnaire contains items
such as these:

1. I think most students copy
commercial software instead of
buying it.

2.1 have copied commercial software
instead of buying it.

3.1think it is okay for a student to
look at, but not change
confidential student records.

4.1 think it is okay for two students
to share the work for a computer
assignment and each hand ina

5.1 think it is okay to use another
student’s computer account if the
student agrees.

6.1 think it is okay for employees to
take with them to their new job
copies of programs they have
written for the University.

7.1 think it is okay for University
employees to run programs for
their social organization on the
University’s computer.

Items such as 4 and 5 are included
to facilitate our informing the students
about the appropriate class and University
policies. We include these types of items
to provide us with the avenue to discuss
and develop our normative set of ethics
expectations for the class.

STEP 2. REPORT A SUMMARY
OF STUDENTS RESPONSES

‘We compile the responses from the
questionnaire and present the results to
the students when we introduce the topic
of computer ethics. This lead-in is an
effective approach to the topic because
students are interested in learning the
results of their answering the
questionnaire. Students are attentive,
comparing their own responses to the
responses of the summarized responses
of their peers.

STEP 3. PRESENT STANDARD
SCENARIOS

Having the students’ attention, we
present them with standard scenarios that
are designed specifically to introduce
ethical problems. The students then
discuss their thoughts on what is right or
wrong in each scenario.

Aside from our own experiences,
several published sources provide excellent
scenarios for illustrating ethical situations
in information systems. These sources
include Hosmer’s text on ethics and
Parker’s text and workbook on computer
ethics. [6,7]

Authors’ Experiences

We found that our own professional
experiences provide a rich source for
scenarios. Here is one such sample
scenario that we use in class:

A university course requires studenis
to prepare laboratory assignments.
Students are given the assignments
during class and are required to submit
the assignment by the next week’s
class.

The professor discovered several cases
where different students submitted
identical assignments results. When
confronted, the students admitted
working together, but pled ignorance
of knowing that submitting duplicate
copies was wrong.
This scenario is very useful in helping

the student to learn what we as professors
consider to be wrong.

Hosmer’s Text

LaRue Tone Hosmer’s business
ethics text provided us with a rich source
of scenarios in addition to being an
excellent reference. We highly recommend
Hosmer’s discussion on five major ethical
systems for the professor preparing ethics
discussions, although we develop just three
of these: (1) Eternal Law, (2) Utilitarian
Theory, and (3) Universalist Theory. These
systems, as applied to information systems,
are described succinctly in Cohen. [8]

Hosmer’s scenarios, while
management oriented, were easily adapted
tothe informationsystems environment.
For example, Hosmer provides a
management-oriented case that questions
the ethics of selling radar detectors, devices
whose sole use is tobreak the law. While
most states ban the ownership of these
instruments, they do not outlaw their
manufacture and sale.

We adapted this scenario by
changing the product from *radar
detectors™ to “software that breaks copy
protection on programs.”

Parker’s Text

Donn Parker is the father of
computer ethics. Hiswork is the basis for
practicallyallscenario-based pedagogies
on IS ethics. Parker’s text and workbook
arerich and valuable resources of ethical
scenarios, providing a total of forty-seven
scenarios in six areas. The text is an
AFIPS publication that describes an NFS
research project built around a workshop
heldin 1977 at SRI International, Menlo
Park, California. Here is a sample scenario
from Parker:

“A computer programmer worked for
a business enterprise highly dependent
on its own computer system. He was
the sole author of a computer program
of great value to his employer. The
program was specified, and the work
directed, by his manager; it was
performed during specified working
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hours at his place of employment,
using only materials, facilities, and
services supplied by his employer.
The programmer terminated his
with no malice on his or his manager’s
part. He immediately went to work
Jora competitor of his former employer,
who had similar need for use of the
computer program.
Without the permission of his former
employer, he took with him a copy of
the program and associated
documentation and provided them
foruse bythe new employer. Thenew
employer did not question the source
of the program, nor had the program
constituted a factor in hiring the
This scenario has generated very
good discussion because it provides several
views of ethical behavior. The discussion
may center around the behavior of the
programmer, the new employer and the
original employer. Many of the scenarios
in the Parker text can be viewed in this
manner.

STEP 4. PROVIDE NORMATIVE
FEEDBACK

We follow these scenario discussions
by providing the students with normative
feedback. In the case of our own scenarios
(where we wish to illustrate the policies
on plagiarism used in this class and
University), we simply tell the students
what the University considers to be right
and wrong.

Scenarios taken from the Parker
text provide additional aids for
understanding normative behavior. Parker
presented his scenarios to about thirty
MIS, legal, and academic professionals.
After concluding our class discussions of
a scenario, we share with the class how
the “experts” resolved the dilemma. We
present the professionals views as the
number who felt the act was (1) unethical,
(2) not unethical and (3) not an ethical
issue. This information enables students
to compare their views with these
professionals, and to learn that even among

professionals, there are differences of
ethical interpretation.

Note that we share this normative
information only after the class discussion
is complete.

STEP 5. USE THE SCENARIOS TO
INTRODUCE ETHICAL SYSTEMS.

We not only develop discussion on
the ethics of the scenarios, we use the
scenarios to develop ethical principles.

For example, one scenario asks the
students whether it is okay for a manager
to ask a potential vendor to demonstrate
the prospective software. Noone sees an
ethical problem in this. We proceed, in
stages, spicing up the scenario. The
manager attends a free seminar, accepts
afree text book on how to select the best
software, and ultimately accepts a free
trip to a seminar in Hawaii (since, says
the vendor, it is cheaper for them to
consolidate their seminars). We craftily
build on the previous setting of this
scenario so that, at the end, few if any
student finds an ethical problem with the
situation.

We then ask, “How would you feel
if you heard that a Pentagon official
accepted a ‘free’ trip to Hawaii from a
defense contractor?” By turning the tables
on the students, we introduce the ethical
analysis tool of Universalism.

We also address the misuse of
Utilitarianism. We talk of a company
that decided to dump toxic wastes in the
river since by doing so it would provide
the greatest good to the greatest number
ofits employees. Utilitarianism requires
firms to consider the greatest good for
the public at large.

We point out the Eternal Law, such
as summarized by the Golden Rule, guides
the ethics of many firms, and it, too, is a
useful tool of ethical analysis. We point
outits limitations aswell. Eternal Lawis
open to interpretation, which explains
why different churches hold differing views
on important issues, such as abortion.

For the most part, we practioce Values
Clarification, teaching the tools of ethical

analysis as opposed to preaching what is
right. [9] However, we do use these
sessions to provide information on what
we expect from our students regarding
this course. And we also do seize the
opportunity to express our own view that
there is right and wrong. It is our view
that students must hear from us that
Cultural Relativism (what is right depends
on the time and place) is not a meaningful
ethical stance. Our view has particular
significance as we enter an increasingly
international business work place. For
example, bribery is part of the way of life
inthe Middle East and South America. If
it is wrong here, we must consider it
wrong everywhere. This statement
provides an interesting segue into the
teaching of international issues in
information systems.

A PSYCHOLOGICAL BASIS FOR
THIS PEDAGOGY

In an earlier article, we empirically
demonstrated that this pedagogy is indeed
effective in developing students’ ethics.
[5S] 'There are several psychological
principles thatsuggest why this approach
iseffective in changing student attitudes.
These principles include development as
a maturational process, social truth,
authority, and commitment.

Ethical Development as a
Maturational Process.

The research by the Piagetian
psychologist Kohlberg provides the basis
for our understanding of the development
of morality in people. [10] Kohlberg
demonstrated through his research that
people develop their sense of morality in
predictable stages. Kohlberg identified
three levels of moral development, which
he labeled pre-conventional, conventional,
and post-conventional. We assume that
this moral development can be accelerated.
We know that practice helps in the
development of matters as diverse as
muscle tone and musical ability, and so
practice with solving morally ambiguous
scenarios may accelerate the moral
development of our students.
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Cialdini writes that social truth,
authority, and commitment influence the
behavior of people. [11] The following
three social-psychological principles are
described in his text.

Social Truth

Social psychologists have shown that
we learn how to behave by cbserving the
behavior of those around us. By having
our students who are operating at the
conventional level of moral development
observe the reasoning of fellow students
operating at post-conventional stages,
we believe that they are moved toward
conformity. (Kohlbergtells us that those
at post-conventional . levels of moral
development are not easily swayed. by
others in moral matters.)

Authority

Social psychologists also point out
that our behavior is influenced by those
we. perceive to be authorities. In our
pedagogy, we draw attention to experts’
opinions on the same scenarios with which
the students have been struggling, thereby
evoking this influence factor.

Commitment

We ask students to speak out as to
what to do. We know from their responses
that many students will say that software
piracy, for example, is wrong while they
say they have committed this act.
Psychologists have demonstrated that
publicly speaking out against (or for)
something changes ones’ later actions

regarding it. We believe that publicly
asserting that software piracy, for example,
is wrong will lead students away from
actingas piratesin the future. Alcoholics
Anonymous uses this technique, requiring
participants to acclaim that drinking is
wrong. Weask students tosay that piracy
is wrong:

SUMMARY

The authors have presented a
suggested approach to integrating ethics
topics into information systems courses.
The approach uses a questionnaire to
initiate student interest and thought. It
then uses scenarios to generate discussion
to aid the student in formulating their
own personal code of ethics. Lastly,
selected scenarios are used to introduce
classical ethical systems.
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